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Preface

What?

Remember the character Q7 from those James
Bond movies? He was the eccentric inventor who
always invented unbelievably small spy cameras,
super sensitive bug pens, even glasses that let you
see everything behind you! What if I told you that
not only can you acquire this type of technology,
but you can build it yourself! Not only can you
build these devices and many more, but you can do
it inexpensively and without having a degree in
covert spy electronics!

In 101 Spy Gadgets for the Evil Genius, you will
learn to put a sensitive miniature color video
camera and transmitter into a box only slightly
larger than a box of matches—yes a fully
functional spy TV station in a 2-inch box,
complete with batteries! Sounds high tech?—It is!
How about a super stealthy microphone that you
can point at a target hundreds of feet away and
hear every whisper? A see-in-the-dark telescope
that can record images onto your VCR, a teddy
bear that watches the babysitter? Yes, not only are
these devices going to be in your hands, but they
can be put together in only a few hours using
off-the-shelf parts.

Thanks to the abundant availability of small
inexpensive security electronics, making your own
spy arsenal is a snap. Did you know a small black
and white video camera with almost see-in-the-
dark capabilities can be purchased for under $20
from many online sources? Build your own
two-mile range video transmitter for a few dollars
in parts and connect that to your camera, and you
now have a stealthy night vision transmitter that
=asily compares to professional units costing
thousands of dollars only a few years ago.

Not only will 10! Spy Gadgets for the Evil
Genius show the reader how to hack together
some very amazing covert spy gadgets, but it will
also contain easy-to-follow instructions, even for
most beginners into the realm of “information
gathering” and “covert sleuthing.” For the young
spy still living under the shadow of “big brother”
(1 mean that literally), we have the bedroom door
snoop—a device that triggers an inexpensive
digital camera when unwanted visitors enter a
room. How about the dresser drawer alarm, or the
telephone eavesdropping alert light? So many great
gadgets to keep the older brother at bay!

In 101 Spy Gadgets for the Evil Genius no leaf
is left unturned—if it has wires, this book will
show you how to hack it, turning seemingly
ordinary household appliances into devices that
even 007 himself would appreciate. Just check out
the manifesto!

opeIedd

Why?

I think agent Mulder from the show “The X-Files”
said it best; “trust no one,” and “the truth is out
there.” If the truth is really out there, then the
devices presented in this book will help you dig
it out, and soon you will know who you can
trust—with a little help from our stealthy spy
gadgets! Security is one of the largest industries
in the world today—with everything from theft
prevention to high stakes corporate espionage in
the hit list, and knowing how to get at the truth is
a valuable asset indeed.

Having worked in the security field myself, 1
know how valuable these spy gadgets can be, and
having the ability to produce them yourself
upgrades you from Cadet to Colonel pretty fast!

ix
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Preface

Until now, most of the high-tech “know hows” of
the spy industry have been kept as secret as the

information that they attempt to dig out. Of course,

why would the companies producing these gadgets
want you to build your own?

A quick search on the Internet for “hidden
cameras” will bring up a great list of companies,
each with their very own version of a stealth video
camera. A fire detector, a clock radio, a hat, even
a pair of sunglasses with a camera behind the
lens—all with a hefty price tag to boot, but I will
soon show you how to make a device comparable
to the very best unit available for a tenth the price!

This book will fill a gap that has been open for
far too long.

How?

Using easy-to-find parts that will not crash your
budget, 101 Spy Gadgets for the Evil Genius will

show readers step by step how to build their very
own spy gadget arsenal. Even the young Evil
Genius will be able to build most of the devices
presented in this book, and the hardened techno
nerd will appreciate the novel ideas and cutting
edge quality of the higher end projects.

No age group or skill level will be left out as the
book progresses through heavily image-laden
instructions written in down-to-earth, clear terms.
No project will leave the reader wondering “what
next?” as each idea and experiment will end in a
fully functional device, not one based on theory or
guesswork. This book will not only be fun for the
urban hacker, but it will also be a valuable guide to
those that may pursue security and investigation as
a career, or need a new way to “catch the bad guy”
in their immediate future.

Brad Graham
Kathy McGowan
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Section One

Introduction

About this Book

This book contains complete plans for a wide
variety of spy gadgets, ranging from very basic
projects to advanced projects that use the cutting
edge of technology. Although each plan results in a
working project, all of the plans in this book

can be modified, mixed or matched to create
many additional useful tools that can be used in
the covert acquisition of “secret” information. The
technology is presented in a way that allows the
reader to build the projects using whatever parts
are available, and although the plans may call for
an exact part number, most of the technology used
can be substituted for similar easy-to-find parts.

Because 1 do not want the technological
components and processes presented in this book
to become dated as soon as parts become obsolete
or change, I try to explain the complete process
involved in “hacking” some of the electronic
devices so that the knowledge can easily be
transferred to similar or future versions of the
device. For example, the information presented in
hacking the infrared motion sensor (see Section 8)
is presented in such a way that you will not need
to search for the identical unit that I used in my
project. If an exact part number is called for, it will
most likely be a very common and well-known
part, such as a generic NPN transistor or relay, and
I have done my best to offer alternative ideas and
suggestions along the way.

It is a good idea to work through the entire book
at least once, even if you are just interested in a
single project because many of the ideas and
technologies presented here can be mixed and
matched to create more advanced projects or

radically new devices. If you mix the motion
controlled digital camera with the LED infrared
illuminator, for example, you now have an
automated high resolution see-in-the-dark image
capture system that only takes pictures when the
scene is changing. The ability to adapt my projects
to your own needs is essential, as your target
information may be much different from mine,
and many of the covert devices such as the hidden
spy cams must be adapted to blend into their
environments. With the information presented in
the mini spy cam sections, you will be able to
place a covert video camera anywhere you desire.

The complexity of the projects presented here
ranges from basic electrical using basic wires and
switches, to complete custom programmed
microcontrollers and laser technology. If you have
never twisted a wire together in your life, then take
your lime, read the entire book and search the
Internet for other working examples. Anyone can
learn to understand electronics with the right
motivation.

A simple device such as a basic motion-
triggered alarm should not be dismissed due to its
simplicity, as it may be all that your covert
operation calls for at the time. Although it may
certainly be more entertaining to use a video
guided, night vision equipped robot to search your
yard for your missing watch, sometimes the most
advanced tools are just not needed to perform basic
operations, and they may actually reduce your
effectiveness.

As for tools, you will certainly need a soldering
iron, basic volt/'ohm meter, and the usual
electronics workbench tools for general electronic
work. Depending on how far you want to go with
your modifications. and or new designs, you may
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18 Dut There

The Truth

also want an oscilloscope, as this will make the
debugging process much easier, especially when
attempting to design your own original circuits.
The source code presented for the key logger
project in Section 11 is written in PicBasic Pro
for the PicMicro 16F628 microprocessor; however,
it is presented in a simple format that can easily
be ported to any language for just about any
microprocessor. For the few projects that may
require a microprocessor to be programmed,

or require a part that is not easily available in
single quantities, partial or complete kits are
available at Atomic Zombie Extreme Machines
(www.atomiczombie.com). The website also
contains a forum where you can share your
designs, modifications, or ideas with other avid
spy device enthusiasts and general technology
hackers like myself. I always enjoy seeing what
other inventors have done with the information
presented in our books,

The Truth is Out There

That nagging feeling deep in your “gut” that
someone is up to no good, or that crimes have
been committed, should never be ignored. What
good is that suspicion without any physical proof
that wrong-doing has occurred? As we know from
watching many criminal investigation shows, there
is no perfect crime, and the only thing that
separates your instincts from the actual facts are a
few high-tech tools of the trade.

Of course, a high-tech “spy” needs a briefcase
full of information gathering goodies. If you plan
to dig for the truth, or covertly intercept the data
before it’s too late, then you need the proper tools
for the trade—ultrasensitive long-range listening
devices for those distant conversations, see-in-the-
dark night vision binoculars, even a small robot to
enter a hostile environment much too dangerous to
you or your team. With the proper tools, you will
find the information you desire.

“The Truth is Out There” is a phrase that takes
on two meanings for me. First, it means that the
answers (0 your questions are always present, as
long as you know how or where to look. Second, it
indicates that the actual truth might be truly “out
there,” as in totally unexpected or radically
different than what you might have expected.
Digging for one fact may uncover a treasure trove
of other facts or answers you never even expected.
You may install a hidden camera to find out who
has been vandalizing a car, and uncover a totally
new crime, or you may be reading the key logger
file (see Section 11) of an employee and discover
that your company’s sensitive research and
development information has been transmitted to
competitors without your company’s consent or
knowledge. If you dig deep enough, you are bound
to find a few skeletons, so be prepared.

As well as being “Out There,” the truth is most
certainly also “In There,” especially concerning
computers, answering machines, recorded video, or
any other device that requires some creative
“hacking” in order to extract the required
information. Almost every electronic device that
stores information can leave behind unwanted
traces of past data, or emit some spurious electrical
signal that can be used to eavesdrop on the
contents. Even the most secure electronic device is
only as good as its weakest link, usually the
operator. Most consumer grade devices are so easy
to hack that it almost feels un-sportsman like when
you win, especially home computer systems, If, in
the extremely rare event that the user has taken
precautions to protect his or her secret plans from
you, a simple device such as a key logger, or
password cracking utility might be all that vou
need to “massage” that information out of the
machine. The fact is, given enough motive, time,
or money, any technology can be compromised,
but most of the time motive and a little bit of
uncommon knowledge are all that you need to
uncover the iruth.

Before using any of your gadgets to “spy” on
anyone with or without their consent, it is your




responsibility to understand and follow your local,
state, provincial, and federal laws on various
surveillance practices. If you are unsure regarding
the legality of your “spy” activities, consult an
attorney. Of course, only use your gadgets in a
lawful manner, and respect others’ privacy.

I hope that 101 Spy Gadgeis for the Evil Genius
will help you expand your knowledge about many
different types of technology, and how you can
modify these technological principles for your own

amusement and enjoyment.

Brad Graham
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Section Two

Audio Eavesdropping
and Recording

Project 1—Microrecorder Hacking

When you are working with audio in a covert
manner, nothing beats a trusty old microcassette
recorder, These pocket-sized devices consume
very little power, store many hours of audio
information, and can be easily concealed inside
tight spaces or on the body. There are, however, a
few small drawbacks to these devices, specifically
the placement of the internal microphone and the
record/pause button, but there is no need to worry:
as a true evil genius knows, every device can be
hacked to better suit our missions. On many
microrecorders, the microphone and audio preamp
circuitry are very well suited for catching both
closerange conversation, as well as distant sound.
But unless you can expose the top of the unit
towards the sound source, you may only record a
muffled unusable sound, as the microphone will
not work very well when obstructed. The other
problem we must address in order to make life
with the microrecorder more tolerable is the ability
to start and stop the recording function without
making it obvious that we are doing so, as this
would certainly expose us for the spies we are.

In order to address the two problems with the
microrecorder, we will have to add a switch
between the record motor and its power source so
it can be controlled remotely, and relocate the
microphone from the inside of the unit to an
extension cable for more covert placement. Your
unit may already have a jack labeled REM or

remote, and a jack for an external microphone, so
you can skip the next few steps that deal with
opening the unit, as you will only need the
cabling and the appropriate male connectors to
complete this project. Figure 2-1 shows a typical
microcassette recorder with the case opened up in
order to expose the electronics and mechanical
parts.

First, identify the main drive motor—it will be a
small cylindrical silver- or gold-colored metal can
with a small pulley or gear attached 1o a central
shaft. Do not worry if you cannot fully access the
motor, as we only need to cut one of the wires
(there will be two) that connect to the unit. By
connecting a switch between either of the motor’s
power leads, we can set the recorder to record by

Figure 2-1 A look inside the microcassette recorder.
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powering it on and pressing the record and play
buttons, yet maintain complete control over this
function by simply toggling the switch to start and
stop the motor. Controlling the record function in
this manner ensures an instant start of the unit, and
does not require fiddling around with the push
buttons on the actual recorder, which could
become chvious in a crowded environment. The
new switch could be as simple as an on/off switch
placed on a wire into your pocket, or as elaborate
as a tilt sensing mercury switch placed in your
shoe for a truly covert start and stop of the
recording function.

For now, we will be focusing on installing the
cord to connect the remole switch to the unit. so
choose one of the motor power wires, and cut it
wherever it is most convenient. The best place to
cut the motor wire is as close as possible to your
intended installation of the wire through the
microrecorder’s casing since there really is not a
lot of room inside the compact unit to work with,
The cable installation for both the motor switch
and the microphone extension should not interfere
with any of the moving parts, especially the drive
belt when the cabinet is closed, so choose your
installation location carefully (Figure 2-2).

Figure 2-2 Extension cables installed at apprapriare
locations.

I chose to drill a small hole through the side of
the recorder’s casing in the general area of the
motor, so that minimal wire would need to be
installed. The wire I chose was salvaged from a
dead pair of headphones as it had two conductors,
and a male plug already installed at one end so [
could use an assortment of trigger switches if [
wanted to. A cable with a length of 3 to 4 feet
should be good for most covert operations
including body mounting with the trigger switch
wire running through the operator’s clothing. At
this point, you should also identify the location of
the built-in microphone if you plan to extend it
from the case as well. The microphone will be
easy to locate, as it will be the small pill-sized
metal cylinder installed just under the unit’s case
where it is labeled MIC or microphone. There
will be two wires connecting the microphone to
the circuit board and, unlike the motor, the colors
and polarity of the two wires will be important, as
these “electret” microphones require a small
amount of power to operate. The color of the
wires will most likely indicate polarity, with red
being positive and black or green being ground.
However, if you are not sure, either trace one of
the wires to the nearest capacitor to reveal
polarity (capacitors are marked on the negative
side of the can), or look at the actual microphone.
The negative terminal will also be connected to
the side of the microphone’s can via trace or
solder spot. Once you figure out the polarity of
the microphone wires, unsolder them from the
circuit board and install a small shielded cable in
place so that the center wire (signal wire)
becomes the positive microphone connection, and
the shield becomes the grounded connection.
Again, I chose a cable salvaged from a pair of
headphones because this wire was small,
shielded, and already had a male plug at the other
end so that the microphone could be replaced
with a preamp or some other audio source if
necessary. Figure 2-3 shows the microphone and
the record trigger switch installed directly onto
the ¢ inch female connectors used to connect each

4y




Soue 2-3 The recond switch and microphone
smemnted on connectors.

@evice to the microrecorder. Make sure to label
5= 2nds of the wires if using the same connectors
for both.

With both the record switch and microphone
installed remotely from the microrecorder, the unit
is now much more functional for use in covert
operations requiring the unit to be hidden well out
of view. | can start and stop recording instantly by
flipping the small switch back and forth while it is
hidden in a jacket pocket, and the audio is much
clearer with the microphone mounted in a hat or
tie so that it faces the audio source. Using the
switch to toggle power to the cassette motor also
saves battery power, as it is the drive motor that
uses most of the power in normal operation. This
modified microrecorder can now be installed just
about anywhere, and will form the basis of the last
project in this section—""Wiring Your Body to
Record Audio.”

Project 2—Ultrahigh-Gain Microphone Preamp

Not all devices that can record audio have built-in
microphones, and even on those that do, the gain
can sometimes be less than impressive when it
comes to picking up faint sounds or conversations
in a room to be monitored. The little black box
presented in this section will turn any device
capable of recording an audio signal into a super
hearing device that can amplify a whisper across a
room into a clear audible sound. This unit can be
connected to a tape recorder, digital recorder,
computer, or even a VCR’s audio input for hours
of stealthy recording when you need that “on the
spot” solution in a hurry. Because the amplifier is
s0 sensitive to any sound, it can be hidden out

of view without a large impact on perfonmance,
Connected to a standard VCR recording on a
12-hour-long tape, this setup would become a very
stealthy audio spy, especially if the preamplifier is
hidden in a not-so-obvious location, such as behind
the television, or under the couch. This sound
booster may also work with the microrecorder in

the last section if it is installed in place of the
original microphone.

The heart of the circuit as shown in Figure 2-4 is
the LM358 low-noise operational amplifier IC set
up as a high-gain amplifier with adjustable gain.
This amplifier is very simple, but actually includes
two stages of amplifications, as the electret
microphone being used contains its own high-gain
amplifier built right into its small metal can.

The variable resistor will control the overall gain
of the amplifier, and the range will vary from “lots
of gain” to “ridiculous amounts of gain” With the
variable resistor set for full gain, the recording
device should be able to pick up the faintest
whisper across a room as long as the noise level is
not so great that it drowns out everything in
between. The amount of ambient noise in the room
Lo be monitored is really the determining factor in
what gain setting to use, since no amount ol gain
will extract a clear conversation from a room full

durexg =2uoydoIoTl urTes-ybryrazign-—-g Io=2lLloxg



Project 2—-Ultrahigh-Gain Microphone Preamp
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Figure 2-U  The LM358 OP amp amplifies an electret microphone.

of loud noises. The circuit is very simple, requiring
a minimal guantity of inexpensive components,
and can be built on a small square piece of
perforated (perf.) board. The amplifier will run for
many hours from a single 9-volt battery, although
any DC power source ranging from 5 to 12 volts
will work. If you plan on using an AC adapter to

power the unit, make sure that the regulation is
very clean, or you will hear nothing but 60-Hz
hum on your recorded audio. Figure 2-5 shows my
completed unit in two flavors—on the left built on
a small square of perf, board for installation into a
small box, and on the right as a very compact
covert device ready for covert installation into just




Figure 2-5 The preamp can be built on a bit of perf. board, or with ne cirenit board at all,

about any place imaginable. This very compact
unit is made by soldering the legs of the
components directly to each other without any
circuit board at all. This produces a very small
footprint and also reduces the electrical noise
produced by such a high-gain circuit.

Because of the usefulness of this device in the
field, when a fast solution for recording audio is
necessary, I built the ultracompact unit as well as
the “black box™ unit shown in Figure 2-6. The
black box unit allows easy connection to VCRs,
computers, audio recorders, and even transmitters
when you have to find a fast recording solution
using the available resources. A 5 stereo jack wired
for mono operation (left and right conductors
soldered together) is installed at the rear of the
case so that easy connection to just about any
audio device can be made using common cable
adapters. Since this preamplifier offers so much
gain, you will have to experiment with the gain,
and input volume (if available) on your recording
device to make sure the recorded audio is usable.
Too much gain might overload the built-in preamp
in whatever device you are using to record, and
although it won’t damage the unit, you will end up
with nothing more than a rumbling noise on
playback.

Figure 2-6  The "black box"™ version of the

microphone preamp.

Because it is very easy to forget the unit is
operating, my black box version of the device also
includes an LED to indicate when the power is on,
but in the field this would be covered by a bit of
black tape.

When you are experimenting with the
preamplifier, some interesting things to try
include pressing the unit against a wall to hear
conversations in the next room, real-time
recording into a computer to monitor the
waveform of faint whispers and sounds, or
passing the unit through some type of filter
or equalizer to block out unwanted sounds or
ambient noise. If listening to faint sounds or
conversations is vour game, then read on, as the
next project will let you do it in real time, and in
Sterso.
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Project

Project 3—Bionic Stereo Spy Ears

Here is a simple device that uses a pair of common
audio amplifier ICs and two multimedia electret
microphones to give your hearing a massive boost.
Because this unit has two separate microphone and
amplifier circvits (one for each ear), the resulting
signal 1s in e stereo, which allows the Yistener 1o
not only hear distant faint sounds, but to determine
direction as well. This project is similar to those
“super ear” toys that look like portable music
players, but unlike the distorted, barely legible
audio that they produce, this project can output a
very crisp, clean, high level of audio capable of
driving headphones and audio inputs on recording
devices. The schematic for the bionic spy ears
(shown in Figure 2-7) is remarkably simple, using
only a single IC, variable resistor, microphone, and

+3V

capacitor for each audio channel. The LM386 is a
very common 1-watt audio amplifier IC used in
many small audio appliances such as multimedia
speakers, small radios, sound cards, and telephone
equipment, and it is set up in our circuit to amplify
the andio from the electret microphone’s internal
amplifier with a gain of 200. The 50-«£2 variable
resistor will allow you to tweak the voltage level
fed to the electret microphone, which will also
control the volume of each channel. This method of
volume control ensures that each channel can be
tuned for equal amplification, as these electret
microphones can vary somewhat even though they
may see the same input voltage. If you salvage your
electret microphones from various circuit boards as
[ do, then this is a great way to balance them out.

uF “F
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LM386

Figure 2-7 Schematic of the bionic stereo spy ears
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Figure 2-8

metal cabinel,

The bionic siereo spy ears are built into a

The two 50 £ variable resistors should be
independent units, not the ganged type that share a
common shaft, as this will defeat the ability to set
the left and right volumes to achieve perfect
balance, and this will throw off your ability to
detect the direction of sound if you are using the
device with headphones. The best type of electrat
microphone to use for this project is the
inexpensive multimedia type that is commonly
shipped with a low-end pair of multimedia
speakers for a sound card. This type of microphone
comes with an adjustable base and a bit of two-
sided tape, so it is perfect for mounting on a small
plastic or steel project box. If you cannot find
these types of electret microphones, you could
easily hack something up yourself using some
flexible gooseneck tube, or something similar, as
there is nothing complex about these multimedia
microphones; they contain nothing more than a
single electret element at the end of the wire: As
shown in Figure 2-8, I built this dual amplifier
circuit onto a small bit of perf board and mounted
the works into a small metal cabinet to help keep
unwanted noise sources such as 60-Hz hum and
RF from various appliances out of the amplifier
section. The inside of the cabinet is large enough
to contain the circuit board, dual potentiometers,
and a 9-volt battery, and there was ample room on
the outside of the box to mount both multimedia
microphones. A power switch is also

recommended, as this unit will use more power
than the LM326 based microphone preamp
presented earlier in this section. The LM386 is
designed to directly drive a 1-watt speaker, and as
you will soon find out, the volume must be set
cautiously to avoid blasting your ears with a
barrage of loud sound.

Once you have the circuit completed and
mounted inside your container of choice, set both
potentiometers counterclockwise to drop the
voltage to each microphone element to zero then
flip on the power switch. At this point, I would not
recommend placing the headphone on your ears
just in case the leads to the potentiometers were
accidentally soldered in reverse, as this will set the
unit to full volume, T promise you that this unit can
become way too loud in a hurry if you are using
headphones, so great care must be taken in order
to set the volume low enough so that feedback
between the microphone and headphones does
not occur. It will generate a horrific shrill that is
extremely unpleasant.

As 1 mentioned earlier, this unit can deliver a
very crisp, loud signal unlike those cheap “spy
ear” toys, and it does this by not clipping the
amplified signal, or attempting to auto control the
output to a safer level. I found that by using a good
set of headphones that would cover my entire ear
while holding the unit in my hand, [ could set the
potentiometers to about one quarter turn before
feedback would occur. The distance between the
microphone and the headphones as well as the type
of environment (indoor versus outdoor) would
greatly influence how loud the volume levels could
be set before feedback would occur—indoors,
feedback would occur much more often, especially
in small rooms. When using the device as an input
into another recording device, feedback is not an
issue, but you must still be careful not to overload
the input, as this device can produce hundreds of
times more input power than a simple microphone.
Always start at the lowest setting, and work your
way up to a level that is both comfortable to your
gars or to a level just below clipping in the
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There is hope, however, in getting what we want
from this horribly noisy audio clip, as long as we
understand the source of the noise and the tools at
our disposal. Since the frequencies that occur in
human speech are generally in the range of 110 Hz
to 2-5 kHz, we can start by setting up an
equalizing filter to knock off any frequencies
below or above this range, and this will help
remove any very low rumbling, and some
mechanical nose from the audio. A good filter will
let you listen to a preview while you adjust the
levels or sliders, making it much easier to knock
out certain unwanted noises. Another common
source of noise is hum from AC powered devices,
and we know that these will fall into the 60 Hz
region, so a notch filter will help knock those
sounds out of your source. There are even some
audio filters available that will listen to your audio,
and “learn™ the source of the noise to

Figure 2-15 A good audio filter can perform magic on vour noixy andio source.

automatically remove it for you, and they can
sometimes do a remarkable job of this, Figure 2-15
shows one such filter from a company called
Waves X-Noise, and it can clean up a noisy audio
source with remarkable results—just look at how
clean the audio source originally shown in

Figure 2-14 has become.

The resulting audio from my filtering operation
was very audible with only a slight noise threshold
remaining after the filter had done its magic. If 1
winted to, I could have spent more time using
audio filtering to reduce the noise level to almost
zero, but since it is only the spoken word T was
after, the results were more than adequate, and the
filter completed its task in seconds. If you plan to
work with high-gain preamplifiers and
ultrasensitive microphones, then learning to use a
computer to process andio is going to become a
required skill.

':_I.
=~

i;cfk\

STON punoxbiyorg 3no bHurtTaszTTg—9 33D

E=



Project 7—Wiring Your Body to Record Audio

Project 7—Wiring Your Body to Record RAudio

A covert, or long-range microphone will not
always be the answer to your audio sleuthing,
especially if you have to become the other hall of
the conversation in an environment that you have
no prior access to. For these situations you will
have to “wear a wire” as it is commonly referred to
in many TV shows, When you hook yourself up to
record audio, it is important that you not only hide
the equipment properly, but you must be able to
control it without giving away your evil plot.
Throwing a microcassette recorder in your shirt
pocket and hoping you won't run out of tape or
battery power before you get the “good stuff” is no
way to pull off this mission, you must plan ahead.
You are definitely going to need some type of
small audio recording device. and the smaller the
better, as it needs to hide under your clothing
without creating any noticeable bulge. Unless you
plan on getting in and out in a few minutes, you
will also need a way to start and stop the recording
function in order to conserve both battery power
and recording media, so if you haven’t already
done so, read the first part of this section dealing
with hacking the microrecorder. The hacked
microrecorder can be placed deep under your
clothing, because the record trigger switch and
microphone are placed remotely from the main
unit. The record trigger will be placed in some
position on your body to allow the start and stop
functions of recording to be activated without
letting the target know you are doing so, even if
they are watching you. The tiny electret
microphone will also be placed in such a position
that it allows clear recording of the target audio,
and due to its small size, this is easy to do.

Have a look at some of the electret microphone
elements shown in Figure 2-16 with a typical
button for size comparison.

These microphones were saved from various
nonworking audio devices, and they all operate

on the same voltage and amplification levels
regardless of their size. Your goal will be to
find an area of clothing that will hide the
microphone, yet allow an unobstructed path
between its tiny opening and the target audio
source. My favorite place to hide them is under
clothing buttons, Drill a tinygljainch hole into one
of the upper buttons on a shirt, then glue the
microphone to the backside of the button to
expose only its tiny opening (this will be in the
center of the little metal can). Because the
microphone usually includes a small black felt
wind buffer on the front, the microphone is
completely unnoticeable when installed, and the
extra hole in the button looks just like the other
thread holes in the button. A thin wire is then
pushed through the clothing material and one
end is soldered to the microphone while the
other end is fitted to a connector that will mate
with the connector added to the microrecorder.
Figure 2-17 shows the drilled button, electret
microphone and connector for size reference.

There is no way that anyone will ever detect the
microphone lurking behind the button, but do be
careful when running wires, especially if the

Figure 2-16 A few various sizes of electret
microphone elements.
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Project 21—Time Lapse Camera Trigger

Video cameras and video recorders are designed
to monitor and record events in an area where you
cannot be present at all times, but as we know, the
resolution and quality of security cameras comes
nowhere near that of even the least expensive
digital cameras. It would sure be nice to have the
ability to catch every detail in a single video
frame. but at 30 frames per second, this would not
be possible due to the massive amounts of storage
space that would be necessary. Of course, it may
not be necessary to have that kind of high
resolution detail at such a high frame rate, and a
simple one frame per second or even less may be
all that is necessary, especially if you had a great
level of detail to work with. How about we take
that hacked digital camera presented earlier in this
section, and hook it up to some time-controlled
rigger to allow unattended automatic operation?
Yes, that would indeed create a unique imaging
system that would trade frames per second for
pixels per inch. Take a look at the schematic in

Sigure Y-7 Time-lapse camera irigger schematic,

Figure 4-7 for the time-lapse camera trigger
system.

This circuit consists of two sections: a timer, and
a one-shot trigger, The 555 timer IC is setup as a
variable oscillator that pulses the clock pin of a
14 stage binary ripple counter, which in turn drives
the 74121 monostable multivibrator acting as a
one-shot trigger on every 16384 (14th bit) clock
pulse. This division by 16384 allows a much
longer and accurate timing cycle from the 555
timer, which is not really suited for cycles over one
second or s0. The one-shot is setup to drive a relay
through a transistor so that the camera trigger
never stays down for more than a second or so,
about the same amount of time it would be held in
if operated manually. By varying the 200 k22
potentiometer, the timing cycle can be set to take a
photo from durations of approximately one minute
to well over 10 minutes, depending on the time out
cycle of your camera. Most digital cameras will
shut down if there is no activity on the photo
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Project 23—Digital Camera Gun Sight

Figure U-10 Mation sensing camera trigger schematic.

The entire unit can be placed in a weatherproof
box with a clear glass window and then mounted
in the same manner that the original motion
sensing security lighting was, and for extended
operation time, an AC adapter could replace the
battery pack. The only part you will need to access
is the camera’s memory card or USB port in order
to transfer and clear the memory card, but you
could run the transfer cable into the building for
easy laptop access rather than opening the box for
convenience sake. The only thing to keep in mind
when building this project is your digital camera’s
“time out” setting, as it may power down if no
activity has been detected for a while. The camera
T used in this project had no time out function
when running from an external power source, S0
this was not a problem, and many cameras will
allow you to turn this function off in the setup

menu. If your camera does not allow any control
over the time out setting, then you will have to add
a timer to the focus pins on the digital camera’s
trigger to wake it up every 10 seconds or so.

A simple timer can be made using the schematic
from Figure 4-7 (the time lapse timer); just
connect the relay to the “focus™ pin on the camera
trigger rather than the “photo” pin, as this will
cause the camera to stay online at all times, much
the same way as pressing a key on a computer will
stop the screen saver from activating.

An automatic digital camera triggered at
periodic intervals or by sensing motion is a great
way to keep tabs on your location when you are
away, but there are times when you may want to
keep tabs on a location far away from you, so keep
on reading as we add some long-range capabilities
to our digital camera.

Project EB—D_iéi;éI Camera Gun Sight

Most digital cameras do not offer a very high
level of zoom, with most of them below 10x
magnification. Do not be fooled by a camera that
claims to have 300 x zoom, as this is just some
cheesy built-in algorithm that scales the photo,

making it lose more detail than if you did not use
any zoom at all, Optical zoom is the.only zoom
that matters, and it is very important that you
disable or make sure never to use the digital zoom
function built into the camera. There are some very
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i=5-end cameras that offer a decent amount of
wm. or allow the attachment of a telephoto lens
optical double, but these units are extremely

Shotography. A very simple method of increasing
ser digital camera’s zoom into the 30 % or 40x
¢ is with the addition of an inexpensive gun
A gun site is designed so that the viewer’s

= will be placed a few inches back from the exit
~i=ns, and because of this, it will be very easy to

te the gun sight with the camera’s optics even if
¢ are no threads or adapter rings available on
our camera. You could attempt to hold the gun
sizht a few inches in front of the camera lens and
snap a photo, but this will take a lot of time and
most likely produce an image with the edges out
af focus due to misalignment. The best way to
2dd a gun sight to your camera is by fastening
Soth units to a base made from some wood or
plastic. This way, proper alignment can be
achieved for crisp clear images at great distances.
Mounting both the gun sight and the camera to a
base will be easy since they both have mounting
threads on their bottoms — one bolt for the
camera like the one on a tripod, and two or more
bolts for the gun sight. Figure 4-11 shows a
mounting system consisting of a strip of 1-inch
nylon cut from a cutting board used to form a
sturdy yet lightweight base.

There is no magic formula for calculating the
correct distance from the gun sight to the camera
lens, and this is done by trial and error. Start by
mounting the gun sight onto the base so that the
center of its exit lens will be placed at the same
height as the center of the digital camera’s main
lens. Leave enough room for the camera (o mount
to the base at a distance of at least three inches
from the exit lens; this will be our safety net. Turn
on the digital camera, and press the zoom function
to the widest angle (least amount of zoom
possible), as this will allow the camera to focus on
the exit lens of the gun sight. While looking
through the camera’s viewfinder, move the camera
into whatever position behind the gun sight

Figure U-I1 Camera and gun sight mounted to a sirip
of nylon plastic,

produces the sharpest image, then mark this spot to
drill the mounting hole. Since the gun sight has no
focus adjustment, this alignment will be an easy
task. You will notice that not all of the image
sensor will be in use when looking through the gun
sight, and there will be a black circle surrounding
the image as shown in Figure 4-12. Do not worry
about this right now, just try to get the focus as
sharp as possible.

Once the mounting bolt is placed at the proper
distance for sharp focus, you can mess around with
your camera’s zoom and telephoto setting to get
rid of some of that black border. Depending on
your camera’s optics, you may be able to get nd of
it entirely. Do not worry if all of your photos end
up with a 10 percent black border around them, as
long as you set your camera for full photo quality,
you will have more detail then you ever need when
viewing the photos on your computer. A few more
points when mating the digital camera and gun
sight. Do not use the flash because it will only
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Figure Y-12 The camera and gun sight work well
together when aligned properiy.

bloom the image due to reflections on the exit lens
of the gun sight. Place a bit of black cloth or
cardboard (not shown in Figure 4-11) over the
camera lens and gun sight to stop ambient light
from reflecting off the gun sight exit lens, and set
your digital camera’s focus and exposure manually
for best results, if you can.

With the digital camera and gun sight working
together, you will have the ability 1o photograph
targets from a safe distance, yet still bring in the
small details as if you were only a few feet away
from the subject. This system can easily perform
Jjust as well as a professional digital camera and
telephoto lens costing thousands of dollars as long
as yvou get the alignment set up correctly. For
farther targets, however, you are going (o require
some seriously powerful optics, but not to fear, we
can just keep on hacking.

Project 24—Long-Range Digital Photography

A gun sight is an easy addition to any digital
camera becaunse the exit lens is designed for use at
a distance of a few inches, making the union of the
two nothing more than a simple alignment task.
Gun sights usually do not offer zoom ranges above
30, so for very long-distance photography they
are not going to fit the bill, 5o we must move to the
next level—binoculars. An inexpensive or broken
pair of binoculars will work great for this hack, as
we are only going to use one half of the binoculars
anyhow, creating a “monocular” that will exiend
the zoom range of our digital camera. Most
binoculars have zoom ratings of between 40 = and
60 =, with 50 x being the most common style,
about double the zoom we could get using a gun
sight. Mounting the monocular to the digital
camera will be a little trickier than the gun sight,
since the exit lenses of a pair of binoculars are
designed so that the user’s eyes are within a half an

inch from the glass. Also, because of the increased
zoom factor, any slight misalignment in any
direction will create a large blacked out area over
your photograph. The trick is to separate the best
half of a pair of binoculars then cut the support
members that held them together in such a way
that the unit will site perfectly parallel 1o whatever
surface they are fastened to. Remove the pin that
connects the two halves together, then carefully
file away at the aluminum support arms until they
create a stand that will position the monocular exit
lens directly in front of the digital camera’s main
lens. Figure 4-13 shows my monocular filed to
shape and fastened to a small aluminum box for
support. The small digital camera mates perfectly
with the monocular exit lens for crisp clear images
at long distances.

The same rules apply to this setup as they did
when working with the gun sight. Make sure that




hQI-IrE U-13  Alignment is the kev to making this
S smject work.

- aliznment is as close to parallel as possible, and
<over the optics with some type of black paper or
cioth to keep ambient light away from the exit
=ns. In my case, this was not necessary because

- = rubber eyepiece that came with the binoculars
- =t perfectly around the digital camera’s lens,
=Fectively blocking all ambient light from causing
~==flections on the exil lens, It is very important to
wwoid reflections and ambient light from getting
=-between the camera and monocular as this
Wl cause the camera to open its iris, effectively
Zerkening the overall image. At high zoom levels,
sou are trading light for distance, so no loss of
zht can be allowed. This is extremely critical if
ou plan to move (o the next project—a union
Setween a digital camera and a telescope.

When you move from binoculars to a telescope,
sou will be stepping up the zoom factor by many
“more times depending on the power levels of the
“hosen telescope, and this can be anywhere from

150 all the way up to 350 x or more. At 150 x
- ==onification, you will be able to read a wall
= ock though a window a mile away if the optics
=== of decent quality, but in reality, most telescopes
- ciaim zoom ratings well beyond what they will
=wer be capable of. If you have purchased an
“==xpensive telescope from a department store that

claims 350 power, then expect it to be usable

to around 100 or so with some careful alignment.
How do you know if yvour telescope 1s an
inexpensive toy? Simple. Did it cost less than your
car? The good news is that even at 100 x power,
you are going to double the range of most
binoculars, and by using a digital camera rather
than your eves for image acquisition, you will
mike the job of long-range spying a lot easier. A
good telescope does not come with a camera style
tripod, and as every kid who received one as a
present knows, the excitement of viewing the stars
and planets usually vanishes right after the first use
because the telescope was on such a shaky base
that everything but the moon looked like a dancing
white speck rather than what might have been
expected. At magnification levels of 50 x or more,
you really do need a solid base such as a steel pole
mounted into the ground with a concrete base or
similar. Does this mean that your department store
telescope will fail to work as a long-range camera
zoom attachment? Not at all, because the digital
camera can take a photo in a fraction of a second,
eliminating the dancing light effect you would
experience if looking through the eyvepiece. You
will have to make absolutely certain that alignment
between the digital camera and the telescope’s
eyepiece is right on the money, or you will be
photographing nothing more than the inside of the
telescope’s tbe, so this time a simple block or
board will not be enough to mate the two pieces
together, To get the digital camera and telescope
aligned properly, you will need to fashion some
type of tube that fits snugly over both the digital
cameras lens and the telescope’s evepiece. As
shown in Figure 4-14. 1 created such an adapter by
taking apart a spare Barlow lens adapter (these
come with the telescope) and adding set screws to
the tubular casing that hold the digital camera in
place.

The distance between the digital camera’s lens
and the eyepiece is also fairly critical, but once the
adapter tube is in place, it is easy to slide either
end back and forth to find this position. Depending
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24—Long-Range Digital Photography

Project

Figure Y- An adapter made from a Barlow lens
halds the camera to the evepiece.

on the shape of your camera’s lens, you may get
lucky as 1 did with the Barlow lens casing, or you
might need to head 1o the hardware store in search
of a suitable tube. A good place to find solid
plastic tubing of various sizes for experimentation
is the plumbing section. Black PVC plumbing
tubing and its various adapters are great for this
kind of work as they are stiff, casily filed or
drilled, and can be heated and melted into
whatever shape you need. Once you have your
camera to telescope adapter ready, set up your
telescope on its wobbly tripod and target some
distant object using the eyepiece, not the camera.
If you have a decent telescope, you should be able
to read a license plate from a mile away or more,
but most likely, you will not be able to hold the
image steady enough for a positive identification.
Now connect the digital camera adapter, and target
the same object while viewing the image on the
digital camera’s viewfinder. Again, it will likely
dance all over the place. Snap a photo, and import
the image into a computer for inspection, and if
everything worked like it should, the license plate
will be clear as day. Remember, at these high
magnification levels, you will be trading a lot of
light for distance, so the computer will become a

Figure M-15 A long-range photo showing a

brighmess-enhanced area.

necessity when viewing the images, especially the
brightness and contrast filters. Figure 4-15 shows
an image captured using the digital camera and
telescope at 150 x magnification from a distance
of many blocks, Notice how much detail was
captured in the brighter area after it was passed
through a brightness and contrast filter. Mot bad for
a department store telescope with plastic optics!

The telescope seems to work fine up to about
250 » magnification, with very decent image
quality, but at higher levels the image quality
becomes too poor o make out any real details,
even after processing the image on the computer.
This ultralong-range digital camera is also great
for spying on alien planets, and it can capture
images of the moon that look like the ones you see
in science textbooks, but don’t expect to see
bevond our galaxy just yet. That's a project for
another Evil Genius book light years away! In the
next section, you will learn how to use video
cameras, recording and video editing in your
covert operations.
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If vou look on the back of any television and VCR,
such as the one shown in Figure 5-1, you will see
two different types of connectors used for video
mput and output, usually a large threaded coaxial
connector labeled Cable or Antenna, and a smaller
RCA style connector labeled video or composite.
The threaded coaxial connector is of course the
connection to your cable or antenna, and it will
contain as little as a single local broadcast or as
much as a hundred or more channels as well as
your Internet access. The other connector is the
one we are interested in as it contains a single
video signal for either input or output from the
device, and all security cameras will be directly
compatible with this connector. On a VCR, this
connector is referred to as the “line input,” and it
will consist of one RCA connector (usually yellow
in color) labeled “video input,” as well as one or
two connectors labeled “audio input” (usually
white and red). When you plug a video device into
these connectors on your VCR or television, it will
display the signal directly on the screen once it is
set for line input, and if you are using a video
monitor without a television tuner, this is the only
connector it will have for inputting video devices.

The signal that is generated by the video output
on most types of video camera, from camcorders
to micro spy cameras, is relatively the same. [t is
referred to as an NTSC video signal because it was
developed by the National Television System

Section Five

Video Cameras and Recording

Project 25—Video Signal and Camera Basics

Figure 5-1 The video input/output panel at the rear
of a VCR.

Committee in the 1950s. The NTSC video signal
contains all the information that a video device
needs in order to decode the data into an image on
screen including luminance (picture information),
chrominance (color information), and the vertical
and horizontal sync pulses that control the way the
image is drawn. There is no need to get into great
detail about the NTSC signal here, as we are not
designing a video system from scratch, just
connecting them together. Searching the Internet
for “NTSC signal basics” will yield a wealth of
good information if you are interested in learning
more about the intricate timing involved in video
signal generation.




Project 26—Recording Video Signals

Project EE—BEEﬁrding Video Signals

Picture quality is probably the most important
aspect to consider when recording video from a
security or covert spy camera, Sure, you won't
need to watch your captured video in high
definition broadcast quality, but you will need to
make out important details in your scene such as
license plate numbers, facial identifications, and so
on. Just because your scene is well lit and in focus
does not guarantee a good video recording,
especially if the recording equipment is not set up
properly or malfunctioning. There are many factors
that can degrade the quality of your video
recording, including having the wrong VCR input
selting, bad quality recording media, faulty or
improper video cables, and compression quality,
just to name a few. T have learned over time that it
is imperative to spot check the video at the
recording device just before you set the timer or hit
the record button, as this ensures a correctly setup
system. If vou can see a good picture on a video
monitor connected to a VCR or recording device's
video output connector, then you will usually get
what you see as long as the device is functioning
properly. A small LCD monitor or TV with a video
input connector is perfect for spot checking your
setup just before you begin recording, and these
little units can be powered from batteries so they
won’t take up to much space in your toolkit.
Figure 5-2 shows my small LCD video monitor
displaying live video from a small low lux spy
camera.

Once you can see the video at the recording
device's video output, you are almost guaranteed
to get a good recording. The only factors that may
degrade or blank out your signal are improper
compression/quality settings or improper setting of
the recording timer. Almost all recording devices
(analog and digital} will have two or more quality
settings for a trade-off between picture clarity and
length of recording. The most obvious example of

this is the SP/LP/SLP settings on a standard

VCR — Standard Play, Long Play and Super Long
Play. Depending on the type of tape used, you can
squeeze anywhere from two hours to eight hours or
more by choosing the appropriate setting, but be
aware of the quality loss when using LP and SLP.
Because the VCR moves the tape slower in the
extended play settings, there will be more
distortion, ghosting, and breakup in the played
back video, especially if the tape has been used
before or is of lower quality.

If you are forced to use LP due to time concerns,
then make sure that the tape is brand new and that
it is of decent quality. SLP should probably never
be used unless it is absolutely necessary to record
for a very long time in a scene where high detail is
not necessary. The difference between Standard
Play and Extended Play recording on an analog
VCR is very noticeable, particularly when you
want to see subtle details in the scene. Digital
recording devices also trade quality for length of
recording time by compressing the video frame
digitally. Again, it is best to try the settings for
yourself using the same camera and scene to
determine how the unit will function, and which
setting will be adequate for your needs.

Flgure 5-2 A small LCE monitor is a great tool for
spot checking video.
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The last factor to consider when connecting a
camera to a recording device is the type and length
of cabling used. If your video camera is only a few
feet from the recording device, then cable type and
quality is not really much of a concern, and just
shbout any shielded signal cable will work fine. At
distances of 20 feet or more, the quality of the
cable starts to play a role in the overall picture
guality since there could be signal loss or noise
smpected into your video recording. Unfortunately,
there is no magic formula for determining how far
wou can send a video signal down a cable as many
“=ctors determine this, such as output level of the
camera, quality of the cable, sensitivity of the
s=cording device’s input circuitry.

In one instance, I had no problem with 150 feet

¢ used RG-6 television cable even though it is not
ended for video camera signals, yet in
sother instance T had dropouts over 50 feet of

ic magnetic media based VCRs are so common
that you can purchase one new for under $30

dars, so they are great for security use, and can

= =asily hacked to suit your needs without the risk
¢ accidentally destroying any expensive

=pment. Time-lapse recording can be a very
way o greatly extend the length of time that
be recorded to a single tape, a great feature to
= if you can't get access to the recording device
swap the tape for extended lengths of time.

me-lapse recording extends time by starting
stopping the record function for small bursts
=cording at set intervals, making it possible to
Sord several days’ worth of events to a single
sour tape. The drawback to time-lapse

seding is that you may miss certain events that
eren so quickly that the timer fails to capture

= or all of them since recording is constantly
==d and stopped. Recording a cash drawer for

F'I'l:liE.l:i' 27—Hack a VCR for Time-Lapse Recording

cable correctly matched to the video camera, so
experimeniation is the key. If your cable runs past
electrical devices such as florescent light ballasts
or blower motors, then there may be some
interference as the electromagnetic energy leaks
through the shielding into your signal wire, which
is another good reason to choose quality cable if
you can,

Also, check the specifications for your camera
and recording device, as there will most likely be
an impedance requirement for the cable to be used
such as 50ohm or 75ohm. Testing your
configuration beforehand is always a good idea,
especially if you are using whatever you could find
laying around for the ad hoc installation of some
covert video device. I go as far as recording then
playing back a few seconds of video just in case
something is not set up properly, as there may be
no second chance to try again.

instance would not be a good candidate for time
lapse recording, as the money may find its way
from the register’s drawer to the thief’s pocket
between recording bursts. Monitoring a warehouse
using time-lapse would be fine, as there will be
ample time to catch the license plate of the
getaway vehicle or record a shot of one of the
suspect’s faces for later identification. Whatever
your use, here is a simple time-lapse controller that
can be “hacked” into any standard consumer grade
VCR by allowing a microcontroller to start and
stop the recording for you at set intervals.
Depending on how you set the eight dip switches,
you can extend the record time of a two-hour tape
from four hours to several days’ worth of
intermittent recording.

Pburtpaoosy esdeqg-2wTl I0F HUOA ® YoeH-—LZ 308 lLoag

This simple project uses a microcontroller to
switch on a relay, which will be connected directly
across the VCR’s pause button to allow the
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Project 27—Hack a VCR for Time-Lapse Recording

controlling of the record start and stops. Both the
duration of record time and delay between record
times can be set by changing the position of two
clocks of four dip switches. The first four switches
can set the recording time from 0 to 15 seconds, and
the second four switches set the duration between
recording time from 0 to 15 minutes. Arm the VCR
for recording, set it on pause, then activate the time-
lapse circuit to do the rest. Connection to the VCR
is made simply by soldering a two-conductor juck
directly from the VCR’s pause button so the time
laps circuit can be added whenever necessary. The
VCR will stll function normally once the time laps
circuit is unplugged. The first thing that needs to be
done is the addition of a two-conductor jack to
extend the pause button for easy access. Figure 5-3
shows this simple modification made by soldering
two wires directly to the pins on the pause button
located on the VCR’s main circuit board. The jack
will later be installed through a small hole drilled in
the back panel of the VCR,

Polarity and type of wire is not important here, as
the jack will connect directly to the normally open
contacts on the time-lapse circuit’s relay in order to
simulate the actual press of the pause button. A
relay is used so that polarity and voltage levels do
not have to be matched to the additional circuitry.
To the pause function, the relay closing will be

Flaure 5-3 Installing a rwo-conductor jack direcily
to the pause button,

exactly the same as the original pause button
closing, so interfacing will be foolproof. If there are
more than two pins on the VCR’s pause button,
chances are only two of them are needed, so just
experiment a bit to figure out which two pins you
will need to solder the extension wires to. When you
have the jack installed in the VCR, solder two wires
to the appropriate male connector and test to make
sure the addition works by shorting the two wires
together while the VCR is armed for record. The
first wire shorting should start the VCR recording,
and the second should stop it, If all is well, it’s time
to move onto building the actual time-lapse circuit,
as shown in Figure 5-4.

—
w

CODD
Lol

oD
05

Figure 5-U  An 8-bit microcontroller is the brains behind this project.
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wou can see, the circuit consists of little more

2 8-bit microcontroller (PIC18F628), a

relay with driver transistor, and an 8-micro

b block. Using a microcontroller was a better
= than standard analog electronics due to the

hat several timers would have been needed to

=0l the device properly. Any microcontroller

& offers eight input lines and two output lines

B work, and due to the simplicity of the

Seramming, just about any programming

weuace will work. The code as shown in

s=ne 5.1 was done in PicBasic format here

¢ =umplicity sake, Take a look through the code

& s== how it works. A detailed explanation

ows the code.

isting 5.1 PicBasic
source code for the time-
lapse recording program

SETUP 16F628A]
& device HS_OSC

& Device WDT_OFF
& Device PWRT _OFF
2 Device BOD_OFF
2 Device MCLR_OFF
CMCON =17

VRCON =0
misA="50000
mish=%11111111
OPTION_REG.7=0

‘[DEFINE PINS / VARIABLES]
ver var porta.2

led var porta.3

output ver

output led

otl var portb.0
ot2 var porth. 1
otd var portb.2
ot4 var porth.3
dll var portb.4
d12 var portb.5
dI3 var portb.6
dl4 var portb.7
cir var byte
ontime var byte

delay var word

[READ ONTIME / DELAY VALUE
SWITCHES]

ontime = 0

if otl = 0 then ontime = ontime + 1
if ot2 = 0 then ontime = ontime + 2
if ot3 = 0 then ontime = ontime + 4
if ot4 = 0 then ontime = ontime + 8
delay =0

if d11 = 0 then delay = delay + 1

if d12 = 0 then delay = delay + 2

if d13 = 0 then delay = delay + 4

if di4 = 0 then delay = delay + 8
delay = delay * 60

ctr=10

‘[MAIN LOOP]

main:

‘[COUNTER]
cr=cir+ 1

if ctr = delay then
cr=0

endif
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Project 27—Hack a VCR for Time-Lapse Recording

‘IRECORD CYCLE START]
if ctr = 0 then

ver = |

pause 500

ver=10

endif

[RECORD CYCLE STOP]
if ctr = ontime then
ver=1

pause 500

ver =0

endif

‘[1 SECOND DELAY / LED FLASH]
IF led = 0 THEN

led =1

else

led=0

endif

pause 1000

goto main

From the code shown in Listing 5.1, you can
see that our program simply reads the state of the
8-dip switches on startup, then cycles two timers
to control both the duration of record and length
between record cycles. An LED is also flashed
once per second just to let you know the timer is
functioning. I will explain the code under each
[LABELY], so you can understand how the timing
works, and to make it easier to port the program to
the language and microcontroller of your choice.

[SETUP 16F628A] The code following this
block has to do with the PicBasic compiler and the
microcontroller used — PICI6F628A in my case.
Your compiler and microcontroller will have its
own syntax for setting such things as oscillator
speed, pin behavior and power settings,

[DEFINE PINS / VARIABLES] There will be 10
10 pins used for this project — eight for setting
the delay times, one for the relay output, and one
for the flashing LED. The pin that will drive the
relay through the transistor is called VCR. The
flashing LED pin is called LED, and the pins that
connect to the dip switch block are called OT1-4
(on time), and DL1-4 (delay). Both VCR and LED
are set to output, and all other pins are
automatically made inputs.

[READ ONTIME / DELAY VALUE SWITCHES]
Here we read the values of all 8-dip switches in
order to set the record timing delays. Since there
are four switches in each block, there will be a
total of 16 delay values for both OT and DL,
ranging from 0 to 15. A value of zero means the
timer will be disabled, handy if you want to
permanently mount it to the VCR and use easily
accessible toggle switches to set the values. After
setting the variables “on time” and “delay,” the
variable “delay” is multiplied by 60 so that
durations between recording bursts are in minutes,
not seconds.

[MAIN LOOP] All code beyond this point will
loop unless the circuit is reset by removing the
power source. Once running, changes in the dip
switches will have no effect on the program
timing.

[COUNTER] This is the main program counter
(ctr). It will reset once it counts as high as the
value placed in the variable “delay.” as this
accounts for one complete recording start and stop
cycle.

[RECORD CYCLE START] Once the variable
“etr” reaches a full cycle and is reset to zero by the
counter code, the program considers this the start
of a new record cycle and outputs a 5-volt pulse on
the “VCR" pin for half a second. This pulse
triggers the relay and engages the VCR for
recording by taking it off pause. f

[RECORD CYCLE STOP] When “ctr” has
reached the value stored in the variable “on time,”
the relay is turned on again for a duration of half a
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'_ngrE 5-5 The time-lapse timer circuit ready for
eperarion.

-s=cond, ending the record cycle by placing the
VCR pack on pause.

11 SECOND DELAY / LED FLASH] This code
slock toggles the status of pin “led” so that the
~mser can see that the circuit is operating properly.
When debugging code or troubleshooting

Here is a modification to the last project that will
~migger a VCR to begin recording for a set amount
- of time when a motion sensor detects a person

- moving in the frame. Instead of a looping counter,
the program waits for the motion sensor relay to

- close and then runs the record/pause cycle once.
As long as there is motion detected by the sensor,
the recording cycle will continue. Besides the
small change in the microcontroller's program, you
will also need some type of motion sensor that can
close a relay to signal movement has been
detected. I decided to hack a common outdoor
security light motion sensor by removing all of the
-~ circuitry connected to the contact side of the relay
that was used to switch on the floodlights. When

circuitry, it’s good to know what the program is
doing at the time.

The circuit is easy to hand wire on a bit of perf
board, and can either be placed directly into the
VCR, or built onto a small plastic box for easy
removal. I chose the external method, as the useful
functionality of the timer may find a home in some
other project some day. The relay was salvaged
from an old computer modem, and a 9-volt battery
and 5-volt regulator power the unit for days of
operation. You could also power the device by
searching around the VCR's main board for a
suitable DC voltage. Figure 5-5 shows my
completed time-lapse timer ready to be tested on
the freshly hacked VCR.

When first testing the unit for correct operation,
the best setting to use is switch 1 and 5 on—this
will set the unit for a one minute delay, a one
second record time. It would be very tedious to
wait for 15 minutes just to see if the circuit is
working properly. Well, have fun with this little
project, and remember, it can be connected to any
device that can record.

Project 28—Motion Controlled Auto Record

making this hack, make sure to cut all traces that
connect to the relay as they will be connected
directly to the AC line. When there is no
connection to the relay contact pins, it will then be
safe to solder the two wires that connect to the
microcontroller’s input pin and the circuit’s
ground.

Figure 5-6 shows the simple modification to the
circuit—a single wire connected from one of the
motion sensor’s relay to the same pin that used to
flash the status LED in the previous version of this
project. The other pin on the motion sensor’s relay
is connected to the circuit’s ground, as it is a low
signal (pin to ground) that sets off the timing
cycle.
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Project 28-Motion Controlled Auto Record

NC
16F628A
2N390%
Y O; 0,0 O _
To 10k [ ]? _‘Eﬁ ?lf%’iﬁ Ontime
VCR = = 911-15
pause S fsec:
Motiown 10K
kel o
Figure 5-6 The motion sensor modification to the time-lapse circuit.
The microcontroller’s program code will need ot4 var porth.3
a few slight modifications as well in order to di1 var portb.4
wait for a signal from the motion sensor rather s b5
than working on a continuous loop. Besides kil ol
that, most of the program remains unchanged, dl3 var portb.6
as the timer settings and main loop already di4 var portb.7
function as they should. Have a look at the .
T ctr var byte
code in Listing 5.2 to see the changes needed
to complete this project. ontime var byte
delay var word
Lisnng S.E MDdlflEd ‘I[READ ONTIME / DELAY VALUE
SWITCHES]
program code for the ‘
ontime = ()

motion-sensing version

if otl = 0 then ontime = ontime + 1

‘[DEFINE PINS / VARIABLES] if 012 = 0 then ontime = ontime + 2
ver var porta.2 if 013 = 0 then ontime = ontime + 4
output ver if ot4 = 0 then ontime = ontime + 8
mot var porta.3 delay =0

otl var porth.0 if dll = 0 then delay = delay + 1
ot2 var porth. | if dI2 = 0 then delay = delay + 2
ot3 var portb.2 if di3 = 0 then delay = delay + 4
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Silay — delay * 60
==10

s —cir+ 1
= cir > delay then

ECORD CYCLE START]
S oir — () then

1
= 500
0

RECORD CYCLE 5TOP]

= cir = ontime then

“You will notice the removal of the “led” variable
oa porta.3. It has been renamed to “mot” and is

- =ow set to be an input. This pin will connect to the
=otion sensor relay, and is tied high so that the

Figure 5-7 The motion contralled auto record circuit
ready for operation.

closing of the relay grounds the pin. In the
[COUNTER] block of code, the “ctr” variable has
now been changed to not reset when it reaches its
maximum (defined by the variable “delay”™). This
change ensures that the counter will no longer
loop. A new block of code [MOTION TRIGGER]
will reset the variable “cir’” when the pin that
connects to the motion sensor relay is grounded,
thus triggering a single record cycle as defined by
the dip switches, just the same as in the previous
version of this project. All of the code that was
used to flash the status LED has been removed,
since we are now using that pin for the motion
sensor input pin. Figure 5-7 shows the motion
controlled auto record circuit being tested with a
hacked security light motion sensor used as the
trigger.

Because the microcontroller expects a shorted
pin as the motion detection, you could essentially
connect the device to any switch or security device
that simply closes a relay or contact. A door bell or
door opening switch, an open window switch, or
even a tilt sensor would all work fine with this
unit. Connect this unit to a VCR and motion
sensor, and it will run for days, doing your dirty
work for you.
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Project 29—Multiple Camera Auto Switcher

Project EQ-—Mqltip!é Camera Auto Switcher

Often, you will have several cameras installed
onsite, but only a single recording device, so rather
than purchasing a separate recording unit for every
camera, why not just switch them sequentially into
a single recording device? Here is a simple circuit
that will let you connect up to 10 video sources to
a single recording device, with a controllable
switching speed. The unit works by feeding a 4017
decade counter with a variable pulse train from a
simple 555 timer circuit. Each of the output lines
of the 4017 is connected to the base of transistor,
which drives a camera switching relay. You can use
as few as two relays, or as many as 10, depending
on your needs. Relays were chosen as the video
switching method as this way you do not have

to worry about proper video levels, buffers, or
amplifiers as you would if the signals were
switched electronically. This unit may not have

100K pot
22K
l Reset
. 13|12 J'.Iﬁ 5
555 4017
[ [T %]
_T_L 21 3| +
B +5V

Torrelay
driversy

Fiaure 5-8 Multiple camera auto switcher schemuatic.

all the features of a commercially available video
switcher, but it is very cost effective, easy to build
and will work with any video source such as a
camera or VCR. The schematic for this project is
presented in Figure 5-8.

In my version of this project, T decided to use
four relays, but you can use up to 10 if you like.
The number of relays will determine how the reset
pin on the 4017 is connected, as this pin resets the
counter when it goes high. The 4017 is a counter
that outputs a 5-volt level on one of 10 output pins
sequentially as clock pulses are seen on its input. 1f
the reset pin is set high, then the counter will start
the counting sequence from the beginning; this
way we don't have to wait for the counter to
sequence any unused pins (this would create blank
areas on your recording). The 555 timer is
controlled via 100 k€ variable resistor, so a

Video ot

Hija “ij

ZN3904

= Canrl —
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Figure 5-10 The multiple camera auto switcher
completed,

switching speed from approximately one second to
several minutes can be achieved. Since only a
single relay will be on at any time, they all feed
the same output line, which is fed into the video
input on your recording device. The relays should
be small 5-volt types so that a single 5-volt
regulator can be used to power the circuit. If you
find small enough relays, the transistor drivers may
not be necessary, as the 4017 may be able to
source the needed current.

The working circuit shown in Figure 5-9 is hand
wired in my usual manner using some perf board
and small bits of wire. In my version of this

Figure 5-9 The multiple camera auto switcher cireuit ready for installation,

project, there is no variable resistor shown because
I substituted it for a fixed value resistor that would
set the switching frequency at about five seconds.

The final project will easily fit into a small
plastic project box, but remember to leave room
for the five video connectors, a battery and a
power switch. [ mounted all five connectors on the
top of the box so it could be permanently fastened
to the rear of a VCR for easy connection of the
four video sources and access to the battery. The
final product is shown built into the small plastic
project case in Figure 5-10—the connector on the
far right is the output, and it is a different color
from the first four, although this cannot be seen in
black and white. A power switch and indicator
LED have also been added to conserve battery

* power and alert the operator when the unit is

running since the small relays are too quiet to hear
when activated.

The final product is a very robust and easy-to-
use multiple camera switcher that can accept any
video signal source without worry of quality loss
or electronic interference since all the switching is
done mechanically. This switcher can easily be
expanded to 10 camera inputs, and will perform as
well as any commercially available switching unit.
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Project 30—UWaorking Luith Video on a Computer

security cameras, and will connect via RCA
coaxial connector. Your capture device may have
several different types of connectors, but there
should be at least one female RCA input labeled
“line input” or “video input,” just like the one on
the back of a standard VCR. Some capture devices

There may come a time when it will be necessary
iy toimport live or recorded video into a computer
@) for editing, enhancement, or storage, Even the
4} most basic home computer can do video editing
~  and enhancement once you install some type of
2 video capture device to convert the NTSC video

Project 30—Working with Video on a Com

signal into a digital file on your hard drive. These
capture devices will come in the form of a
computer card or small external box with a
connector for analog video input and possible
audio input. The type of capture device used on
digital cameras will most likely not be of any use
when it comes to inputting video into your
computer from security cameras and security
recorders as those capture devices do not handle
analog video. Analog video (described earlier in
Section 5} is the standard format for almost all

(cards and external) are shown in Figure 5-11.

Most capture devices will include some type of
basic video editing software that can cut and paste
video on a timeline, add effects and filters, then
save the resulting video back to your hard drive for
later viewing or storage. For security purposes, you
will find the most use in the brightness, contrast,
and color adjustment filters as these can greatly
enhance the quality of your video, making what
was once unusable footage into useful information.
The ability to cut out the important parts of a

Figure S-11

Variows video capture devices for your home computer
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re 5-12  Video footage on the “timeline” selected for ediring.

rather long security video is also very useful, if
you plan on keeping a security recording for later
viewing or enhancement. If you have a need for
‘more advanced video editing capabilities, then
there are many capable products on the market that
can perform magic on video that desperately needs
“enhancement or correction. Using false color, or
pattern recognition, some video editing software
can even transform blurry, broken video sequences
containing unreadable text such as license plates
and signs back to something usable. Of course,

if you have never worked with video on your
computer, it is best to get to know the basic
software that came with your capture device.
Practice cutting and saving certain parts of a video

file, and then try some of the basic brightness,

contrast and color correction filters. Figure 5-12
shows a small portion of captured security camera

footage being cut from the entire length to save
hard disk space. The highlighted area on the
timeline is about to have “crop” function
performed on it, which will discard all but that

small portion of the entire clip. The software being

used is called Sony Vegas, a very capable audio
and video editing software.

Computer video editing can be as simple as a

few cut and paste functions, or so complicated
that it would fill two books this size, and requi

re

months of hands-on training to master. Luckily,

you will not be requiring any special effects,
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Security Cameras

as

Project 31—Web Cameras

—Or MEN QUANty Video maslering capabilities

when working with basic security video footage,
s0 you should be able to get up and running with
an inexpensive capture device and software
within a few hours. Once you feel comfortable

editing video footage on your computer, you
will wonder how you managed to get by
without it, and may soon find that stack of
VHS tapes reduced to a single folder on your
compuler.

" Project 31—LWeb _Eamé_ras as Security Cameras

When you need to monitor an area from many
miles away or even from the other side of the
planet, obviously a video transmitter and cabled
system is not going to get the job done—you need
to send your video over the Internet or telephone
system. A webcam is an inexpensive electronic
device that contains a video camera and a web
server that can be accessed from anywhere in the
world that has an Internet connection. Since the
web camera does not need a computer to operate,
it can be placed just about anywhere just like a spy
camera for truly covert long-range monitoring.
Depending on the speed of the Internet connected
to the viewing computer you could be watching a
few frames per second or completely live full
screen video with audio, and this is possible even
on a dial-up connection. Some weh cameras even
allow you to pan, tilt and zoom using a web-based
control interface. Although the zoom capable
cameras will cost you a lot more than the basic
versions, they do offer amazing telephoto
capabilities reaching that of binoculars, which
makes covert spy operations much easier. Because
these cameras operate the same way a web server
does on the Internet, you could have multiple
cameras installed all over the globe, and be
watching them live all at the same time from a
single workstation, complete with the ability to
pan, tilt and zoom in to a target miles away from
the camera.

A few of the basic web cameras that [ use in my
line of work are shown in Figure 5-13. These

particular models are very inexpensive, easy to
configure, but do not have any pan, tilt or zoom
capabilities. T like these cameras because they are
fairly small (about half the size of a pop can), they
install quickly, and can easily be hidden behind or
inside objects with only a small hole for the lens to
see through.

To set up a web camera, you will have to give it
access to the Internet or local area network via
connection to a wired hub or router, or through a
wireless network if available on your particular
camera. Once the camera has a connection to the
network, you will enter the default IP address as
instructed in the manual to reach the camera’s
setup page—this is basically a small website hard
coded into the camera allowing you to access the
configuration settings and live video page. Some of
the settings you will be required to change are:
default IP address and name of the camera, desired
frame rate and video quality, and the administrator
password, Depending on your network and the
equipment plugged into it, vou may have to tinker
with a few more settings, but you should easily be
able to follow along in the camera’s installation
guide to end up with a working live web camera,
When everything is working, you will simply enter
the camera’s IP address into your web browser,
and the live video and audio (if available) will be
streaming to your screen at whatever frame rate

-you have set, or what your network is capable of

handling. Figure 5-14 shows the video feed from
one of my basic web cameras installed in a remote
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Figure 5-13 A few basic web cameras used for
long-range video surveillance.

location hundreds of miles away from the viewing
workstation.

As you can imagine, there are literally thousands
of uses for a camera such as this, a spy camera that
knows no boundaries. However, check vour local,
state/provincial and country laws regarding using
surveillance equipment to record audio and/or
video images of unsuspecting individuals, whether
they consent to being watched or not. Some laws
require that prominent signs be posted stating that
surveillance equipment may be used on the
premises or “Smile—you’re on camera.” Other
taws forbid recording audio, but video surveillance

e ]
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Figure 5-14 A live video feed from a remaote web
camera hundreds of miles away.

with a prominent sign warning the general public
or visitors to your property is allowed.

The most common uses of web cameras are for
video conferencing, face-to-face chat and video
surveillance of one’s own environment. You could
monitor your home while on vacation, keep tabs
on the nanny or kids, watch your yard or perimeter
while working at the office, monitor a hostile
environment from a safe distance; and the list goes
on and on, especially when your “Evil Genius”
gears begin to turn. Just remember to respect the
privacy of others and consult with legal or law
professionals before installing surveillance
equipment to ensure that you abide by the laws
where you live.
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Section Six

Covert and Hidden Spy Cameras

Prﬁiéct 32—Working with Microvideo Cameras

Microvideo cameras come in many sizes and influence several factors such as light collecting
shapes with various lens types and lux ratings. but ability, field of view, and installation method. You
they are in fact not a lot different than standard will see four different style lenses in Figure 6-1,
security cameras or even camcorders, as they all flat pinhole (top left), wide-angle microlens (top
produce a standard NTSC video signal ready for middle), standard microlens (top right), conical
sransmission or recording to VCR. Sure, a micro pinhole (bottom left), and flat pinhole (bottom
camera the size of a sugar cube will not have any right), The conical pinhole is very easy to mount
om-screen menus, and it probably won't have any behind or inside objects due to its very small
fzht and color settings if it has color at all, but for frontal area and pinhole lens, and for general

wse as a spy camera, it can easily be hidden from covert installations this is by far the best lens to
wiew. And, with a lens opening as small as - th of choose. If your installation requires a wider field
an inch, this little device sure fits the bill. Even the of view or better light collecting capabilities, then
Larger variety of microcameras are so small in a standard microlens may be better suited, as the
comparison to camcorders and standard security optics are interchangeable and sometimes
cameras that they could be hidden just about adjustable. Another factor that will influence the
anywhere, with almost no possibility of detection type of camera needed is the lux rating and

=% the unsuspecting subject. Some of these whether it is color or black and white. You might
scroscopic wonders have lux ratings so low that wonder why anyone would choose a black and
ﬁqr can almost see in the dark, and with a few white camera over a color version when the cost
“wfrared LEDs placed towards the scene, they can
action like military night vision systems that cost
ands of dollars only a few years ago. The new
=r HAD chipset from Sony used on one of my
szl black and white microcameras, for example,
= so sensitive to light that when placed on the

_ iece of a pair of binoculars, it can see more

= 2 dark scene than I can with my naked eye.

E “zure 6-1 shows a few of the various micro
emeras | have in my collection with a quarter

for size comparison,

The style of lens on the camera will influence
the camera will be used. as it will directly Figure B-1 Various covert microvideo spy cameras.
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for color is only a few dollars higher, and the basic
size and shape of both models 1s usually the same.
There is one main reason. and that is the ability of
the camera to see in a dimly lit environment. Black
and white cameras are always better at seeing in
low light conditions, as they only have to process
the luminance of the scene rather than the
luminance and chrominance like their color
counterparts. For this reason, the black and white
camera lux rating may be many factors better than
that of the same model camera with the color
option. My black and white microlens camera with
the Sony Super HAD chipset (shown top right in
Figure 6-1) is a truly amazing camera when it
comes to Jow light situations, and it can almost see
in perfect darkness. Black and white cameras are
also excellent candidates for invisible infrared
lighting using an array of 800-900nm infrared
LEDs or some type of full spectrum incandescent
light filtered by a Wratten gelatin infrared filter.
Color cameras are also sensitive to infrared
lighting as well, but the resulting image will look
oddly colored and contain noise from the image
sensor, which is why black and white is the better
choice for this type of use. Color obviously has its
merits as well, and besides the obvious fact that it
produces a color image, many color microcameras
include specialty lenses with manual iris control,
zoom and telephato capabilities, or threaded lens
casings for adaptability to other optical devices.

Regardless of the type of microcamera you
choose for your spy work, you will need to deal
with two common requirements—power and video
signal output. Depending on vour camera, you will
be presented with a standard RCA style connector
for the video output and a DC adapter plug for
powering the device, or you may see nothing more
than three or four bare wires protruding from the
body of the camera. The connecter version of the
camera is a “no-brainer” installation, and the only
thing you have to be careful of is the voltage on
the power adapter or battery pack. You will not get
a second chance if you reverse the polarity or
exceed the camera’s voltage rating; that I can

-

Figure B-2 A micro camera with pigtail connector
shown with two power sources.

assure you of from costly personal experience. The
downside of a connector ready camera is the [act
that the connectors may take up more space than
the actual camera, so mounting the unit will
require oversized holes to be drilled, or wasted
space inside the container. The “pigtail” style
camera will have no connectors, so you are free to
add whatever type and size connector you desire,
but obviously much more care must be taken to
avoid turning your microcamera into a single use
smoke bomb. A typical pigtail connector will look
like the one shown in Figure 6-2, and as you can
see, the camera is the smallest device, dwarfed by
both the 9-volt battery and DC adapter.

There will most likely be three wires coming
from your camera, a DC power connection
(usnally red), a video output connection {usually
yellow or white), and a common ground
connection (usually black or green). There may be
two ground connectors (one for video and one for
power), or a third signal wire if your camera has a
built-in microphone, so it you are not absolutely
certain of the wiring color code then reference the
usual manual it you have one. Battery usage is by
far the safest method used to power your camera,
as you can be certain that the voltage will never
spike past the batteries’ rating, an all-too common
problem with inexpensive DC power adapters.
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With a pair of common RC hobby servos, you can
Zive your spy camera a motorized pan and tilt base
Sor computer, wireless, or manual control. The
2hility to scan a room or large area eliminates the
seed for multiple cameras, video switchers, and
wade-angle lenses. It also allows you to track an
ooject as it moves through your scene. This simple
method of connecting an RC servo to a small
camera will form the mechanical basis for all of the
- Brojects in this section, RC servos are used as
mechanical actuators in remote control models and
small robotic projects. These little black boxes
connect to a receiver, allowing the operator to

- semotely control and move the output shaft

- proportionally to the amount of movement on the
soystick. This is what is known as “digitally

- proportional™ control in the RC hobby world, as it
allows the operator precision control over functions
such as throttle, steering, or rudder. Although these
fittle servo units are no bigger than a 9-volt battery,
they contain a lot of electronic and mechanical bits,
and can pack a lot of torque for their size. A
standard RC servo like the pair shown in Figure 7-1
cach contain a DC motor, gear reduction system,
motor controller and feedback system.

The output shaft on a typical RC servo can
rotate about 180 degrees in either direction, and
the exact position from 0 1o 180 degrees will be
dictated by the position of the joystick on the
controller. With a small camera connected to the
output shaft, you can look from far left to far right,
ar from the floor to the ceiling in a room without
the “fish eye” distortion that a very wide-angle
lens would inflict on your video. By connecting

Section Seven

Video Camera Pan and Tilt Control

Project 38—RC Servﬁ”l':*an and ‘ﬁlt_ Camera Base

two servos together, you can pan and tilt a camera
completely around a room, missing only the image
at the very rear of the camera, which is not a
problem if the unit is wall mounted.

Since pan and tilt will be the goal of this project,
we will start by mounting the camera on its X-axis
to the first servo. This servo will tilt the camera up
and down by turning it about its X-axis. Because
these miniature cameras come in a variety of sizes,
shapes and layouts, you will have 1o use your
creativity to come up with a solid mounting
solution, but the easiest thing to do is to remove
the screw that fastens the servo’s mounting plate to
the shaft, then insert the small mounting bracket
that came with the camera between the screw and
plate. This method is shown in Figure 7-2, and will
create a solid camera mounting with very easy
adjustment of center. If your camera did not come
with a mounting bracket like this, you can make
one by drilling a few holes in a thin strip of steel
cut from a paint can or cotfee tin,

Flaure 7.1 A pair of standard RC hobby servos as
used in remore controlled toys,




Project 40—Remote Controlled Servo Base

Figure 7-2 Mounting the camera to the first servo

along the X-axis.

Some other methods [ have used to mount
different style cameras to the servo plate are: hot
glue and double-sided tape for cameras in a square
box, small tie wraps placed around cylindrical
camera's body and secured to holes in the servo
plate, and simply placing the camera in another
small plastic box that is secured directly to the
servo plate. Whichever method you choose to try,
do make sure the camera faces the front of the
servo when the servo is set for its midpoint. This
way, the camera will see the center of the room
when the joystick is in the neutral position. The
next step 1s to mount the pan servo, which will
control the Y-axis of our camera. This is done by
fastening the first servo to the second servo as
shown in Figure 7-3. | simply glued the plate
directly to the shell of the other servo using a hot
glue gun, creating a very strong bond, yet allowing
removal at a later date without damage to either
part. The one drawback to this simple approach is

Once you have your two RC servo motors
connected together for pan tilt operation, all you
need to do in order to create a fully functioning unit
is connect the original RC receiver to the servo
motors and power up the remote control. If your

Figure 7-2  Both servos are connected tagether to
form the pan and tilt base.

that the Y-axis is not really in the center of the
camera, but in actual operation you really can’t

tell the difference. If you want to have the servo’s
Y-axis directly in line with the camera’s Y-axis,
then you are going to have to get creative with
some scrap metal or plastic parts to make a
bracket. Do an Internet search for “pan tilt camera
base” and you will get some good ideas by looking
at how the commercially available units are made.

You now have a motion-controlled pan and tilt
camera base that can be connected directly to the
RC receiver, a computer controller, or any other
type of hardware that can send the appropriate
signals to the servos. The next project in this
section will deal with the RC receiver and the
remote control, as this is the simplest way to
control the camera base.

Project '-IU—Fll;'_mﬂtE Controlled Servo Base

remote controller has dual joysticks, choose the
appropriate channels on the receiver so that a single
jovstick will control both the X and Y axis; this way
you can scan around the room by moving only a
single stick. On your receiver, there will be multiple
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Figure 7-4  The servos and RC receiver are mounted
in a plastic box,

Figure 7-5 The completed unit under remaore joystick

ports to connect the servo jacks to, so make sure control.

that the X and Y joystick move the camera in a

logical fashion, not in reverse. The small RC base station. You can also hard wire the video line
receiver and the Y-axis servo can be mounted in a from your base to the camera pan tilt unit for

small plastic box along with the appropriate battery added security, but unless you plan on making this
pack to create a sleek ready to run wireless pan and a permanent installation, wireless would make the
tilt camera unit. Figure 7-4 shows the RC receiver most sense. Figure 7-5 shows the type of controller
connected to the X and Y servo just before going I am using to move the camera up, down, right and
into the box with the battery pack. left. Although my controller has a dual joystick, 1

only needed a single one to move the camera,
allowing single-handed operation.

T decided to cut the antenna wire short on my
RC receiver, because even at this length I could

control the unit to the very far boundaries of my If a hard-wired solution suits your needs betier
yard, so an external antenna was not necessary. than the remote control and transmitter option,
The video feed from this camera was fed into a read on, as the next project will allow control of
VCR at the location of the camera and then to a both servos through a hard-wired X and Y axis
video transmitter so | could receive the feed at my controller box.

Project Ul—Manual Controlled Servo Base

An RC servo expects to see a series of pulses complex bit of electronic circuitry to build for each
ranging in length from about .6 milliseconds servo, but in reality it can be done with a simple
(—435 degrees) to about 2.5 milliseconds 555 timer circuit consisting of the timer IC, three
(45 degrees), and 1.5 milliseconds would center resistors, a diode and a capacitor. The servo's

the servo shaft. These pulses are sent at a rate of position will match the position on a variable
approximately 40 milliseconds, although that resistor, much the same way the remote
specification is not nearly as critical as the pulse controller’s joystick and receiver were working in
length timing requirements, This may seem like a the previous project. The advantage to this system
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Project 41—Manual Controlled Servo Base
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Figure 7-6 A 555 rimer circuit will replace rhe RC
receiver and remote control,

is that it is much less expensive due to the lack of
remote control, and requires only a single power
source, unlike the hand-held remote control unit.

Take a look at the schematic in Figure 7-6, and
you can see that it consists of two identical variable
resistor controlled 355 timer circuits. Each variable
resistor will control one of the axis for pan and tilt
operation just as the joystick on the remote control.

The circuit does not take up much real estate on
a bit of perf board, and can be placed in a small
plastic cabinet like the one used to hold the servo
base. To make the entire unit more convenient and
gasy to set up, a removable cord that contains the
servo pulses, camera power and returning video
signal can be made from a few 6-conductor phone
or computer jacks and the appropriate patch cable.
Remember to use a shielded conductor cable for the
return video signal, especially if the control box
will be placed more than 10 feet from the camera
unit, or you will see distortion and interference
from the timer pulses feeding the servos. Also note
that not all servos are exactly the same, and
although this circuit worked fine on the various
units [ had in my parts bucket, you want to make

Flgure 7-7  The completed manual control box
connected fo the camera hase.

sure that the servo is not fighting (o travel past its
limits. This might occur if the timer sends pulses
beyond the servo’s range, or is not working
properly. You can tell if the servo is fighting
because it will hum and vibrate at the far end of
rotation when it should just be sitting idle. This can
also be detected by connecting to an amp meter and
watching the stall torque of the DC motor. You
probably won’t kill the servo by doing this, but you
will certainly kill your batteries in a hurry, as the
stall torque on a servo can reach a few amps. If you
do end up with a stalled servo, just play around
with the values of the variable resistor and the one
in series with it until you find a happy medium,

My final product is shown in Figure 7-7, using a
short headset cord to connect the control box to the
camera base, Inside the control box is the main
battery pack, the timer circuit and an on/off switch
for convenience.

This circuit is not much ditferent than what you
would find in a commercially available pan tilt
controller. Yes, most of them use off the shelf RC
servos as well because they are perfectly suited for
this job. This project is worth building, and will
make a great outdoor security device if you get
creative with some type of weatherproof enclosure
that will keep moisture away from the electronics.
A clear Pyrex™ bowl, a rubber gasket and a solid
base might be a good place to start building such a
device. Happy hacking!
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Project U2—Microcontroller Controlled Servo Base

Since RC servos are controlled by a series

of varied length pulses, it would be very easy

1o have a microcontroller make a predetermined
sweep or camera movement by simply creating

2 timing loop to send the appropriate pulses to
the camera base. This could be useful if you
want to record a large area using a single camera
and VCR, or if you want to move the camera
from one zone to another at a preset interval. For
any microcontroller this is a very easy task to
accomplish, and the simple code shown here

can be easily modified to suit your needs. As

for hardware, this may be the simplest project

in the entire book, as it only requires a single
low-end microcontroller and oscillator—yes,
only two parts! You can easily expand the
program to control as many servos as you have
IO pins, and create multiple complex pan and tilt
movements. Have a look at the code in Listing 7.1
to see how it makes the camera base sweep

back and forth while moving up and down in
small steps.

Listing 7.1 Program code
for microcontroller servo
control

‘[SETUP 16F628]

@ device HS_OS8C

@ Device WDT_OFF
@ Device PWRT_OFF
@ Device BOD_OFF
@ Device MCLR_OFF
CMCON =7

VRCON =10

define osc 10
output porta,2

output porta.3

[VARTABLES]
pan var porta.2
tlt var porta.3
titflg var byte
panpos var word
titpos var word
pandir var byte
thdir var byte
panpos = 500
titpos = 500
pandir = 1
titdir = 1

IMAIN LOOP]

main:

[PAN CONTROL]

if pandir = 1 then panpos = panpos + 2
if pandir = 0 then panpos = panpos — 2
'PAN LEFT

if panpos = 1000 then

pandir = 0

titflg = |

endif

‘PAN RIGHT

if panpos < 10 then

pandir = 1
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Project 42—Microcontroller Controlled Servo Base

tiflg =1
endif

TILT CONTROL]

if tltflg = 1 then

tlitflg =0

if tltdir = 1 then tltpos = tltpos + 40
if titdir = 0 then tltpos = tltpos — 40
TILT DOWN

if tltpos > 1000 then

tltdir =0

endif

"TILT UP

if titpos < 30 then

titdir = 1

endif

endif

: [SET SERVO POSITIONS]
pan =1

Pauseuns 1000 4 panpos

pan = 0

tht=1

Pauseus 1000 + tltpos
tht=0

Pause 16

goto main

The code starts by defining the microcontroller
and programmer specific settings under the block
of code labeled [SETUP 16F628]. This will set the
oscillator speed, power settings and I/O pin modes
for the PIC16F628A microcontroller that [ decided
to use for this project.

[VARIABLES] This block of code sets the
variables used in the main program, as well as the

two servo pins called “pan” and “tit” “panpos™
and “tlipos” both hold the value that will determine
the length of control pulses sent to each servo.
“pandir” and “tltdir” are variables that determine
which direction the pan and tilt servos will be
traveling. “tltflg” is a flag set after each change in
direction of the pan servo so the tilt motion stays
in sync. What this means is that every time the
camera changes direction from right or left, the tilt
servo is activated for a single step until it also
needs to change direction, much like the way a
television picture is drawn. If this does not seem to
make a whole lot of sense, then just wait until you
can see the unit working.

[MAIN LOOP] From here the program runs in a
continuous loop, moving both servos appropriately
in the same repetitive pattern.

[PAN CONTROL] First, the “pandir” variable is
checked in order to see which direction (right or
left) the camera should be moving. If “pandir” is 0,
the servo moves right, and left if “pandir” is set to
zero; increasing or decreasing the value of the
variable “panpos™ by two controls movement. The
next few lines of code test for the maximum and
minimum travel set in the “panpos” variable. If the
maximum or minimum values are reached, the
variable “pandir” is swapped in order to change
direction. The variable “tltflg"” is also set. This is
the tilt flag that allows the up and down motion to
occur only when the left and right direction is
reversed.

[TILT CONTROL] If the variable “titflg” has
been set then this block of code behaves just like
the previous block, setting the tilt direction and
speed to move the camera up and down. Since this
loop is controlled by the “tltflg” variable, it is
only allowed to execute when the pan direction
changes.

[SET SERVO POSITIONS] This is where
the pulse is formed that will move both servos,
First, the output pin “pan” is set high followed
by a delay of 1000 microseconds plus the value
stored in the variable “panpos™; the pin is then
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Figure 7-B  The microcontroller controlled pan tilt
base.

set low to complete the pulse. The next three lines
do the same thing for the output pin “tlt,”
controlling the pulses that drive the tilt servo.

A final delay of 16 milliseconds is executed
before the program repeats, allowing a break
between the next set of pulses to the servo

motors.

The circuit for this project is about as simple as
you can get. Simply connect the appropriate
output pins to the signal wires on the servo
motors, add an oscillator crystal and let it go to
work. Your servo motors will run fine from the
same 5-volt power supply that powers the
microcontroller, as shown in the schematic in
Figure 7-8.

Figure 7-8 The microcontroller activating the pan
and 1ilt camera base.

Feel free to adjust the variables for increased
speed, range of motion and pan tilt behavior. The
code can be easily made to create whatever servo
motion you would like just by changing the
timing and increments a little bit. You could also
add more servo output pins to the program for
whatever devices you may want to control along
with your camera, possibly a light, or even a
range finder. Building the hardware is not much
of a challenge. Solder the two components on
a bit of perf board or just hand wire it directly
into the servo box. My circuit board is shown
in Figure 7-9, running from a 9-volt battery
fed into a 5-volt regulator. If you plan to modify
the code, make sure to use an IC socket if your
programmer cannot perform in-circuit
reprogramming.

If this project was of interest, then you may also
be interested in the slight modification shown next,
as it allows the camera to look in the direction
where motion has been detected.
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Project 43-Motion Tracking Camera

Project U3—Motion Tracking Camera

Here is a simple modification to the previous
project that will allow your camera to turn left or
right in order to capture movement sensed by two
passive infrared motion detectors. The plan is to
connect two motion sensors to the microcontroller
and aim them at 45 degrees from each other so that
they watch the left and right boundaries of your
scene for movement. Once movement has been
detected. the servo will point the camera in that
direction. The camera will remain pointing at the
far left or far right until the opposite sensor has
detected movement. Again, this simple project
could be expanded to use many sensors and servos,
but for simplicity’s sake I will present it with only
two motion sensors and one servo for panning.

Take a look at the schematic in Figure 7-10, and
you will notice it is just as simple as the previous
circuit, using only a microcontroller, a crystal, and
the two motion sensors as input devices. The
10 k£2 resistors are in place to tie the inputs high,
and are optional if your microcontroller does this
internally.

+5V

10 Mz

Oﬁﬂg‘r‘s'l#ﬂﬁﬁﬁ

16F6284

oL

Figure 7-10  The mation tracking controller schemaric.

The motion sensors can be any type that closes a
relay or switch when motion is detected; this way
there is electrical isolation between the
microcontroller and the sensor. 1 chose to hack a
pair of outdoor motion sensors for this project by
removing all of the AC circuitry after the relay
contacts so that I could solder two wires directly to
the relay pins without the risk of any live AC
voltage entering my circuit. To do this, simply find
the two contact pins (common, and normally open)
on the relay that switches the AC light on and off,
and cut all traces that lead to them. You can now
safely solder your two wires from the relay contact
pins to your microcontroller. If hacking an outdoor
securily lighting system is not your bag, you can
find a pair of inexpensive board-level mation
sensors at various online hobby shops. These are
great to work with since they only need a 5-volt
power supply, and have a very small footprint.
Whichever type of sensor you go with, just make
sure a switch or relay is closed when motion is
detected, as this is what the microcontroller will
expect

The program code (see Listing 7.2) is based on
the code from the following project, but it has been
modified to check the two motion sensors input
pins and respond with the timing signal to move
the servo to either extreme.

Listing 7.2 The motion
tracking controller
schematic

‘[SETUP 16F628]

@ device HS_OSC

@ Device WDT_OFF
@ Device PWRT_OFF

20







—]UIsE. A final delay of 1o milliseconds 15 exccuied

Project 43—Motion Tracking Camera

before the program repeats, allowing a break
between the next set of pulses to the servo
motors.

If you built the previous project, the same circuit
board can be used, as there is no modification to
the circuit besides the addition of the motion
sensor input lines. It is always a good idea to
socket your microcontroller if your programmer
cannot upload the code while in circuit, as there is
much room for improving and modification in this
project. Figure 7-11 shows my completed motion
tracking camera base set up for testing using the
two hacked security motion sensors.

I played with the minimum and maximum
rotation of the servo by changing the “panpos”
values from 1000 and 10 to 800 and 200, as this

would Tower (e Tield oT View Tor the narrow yar
wis attempting to monitor. For best results, the
motion sensors should cover the entire area to he
monitored without overlapping, and the camera
should turn so that it ends up on a similar angle to
the triggering motion sensor. Some tweaking of the
variables and motion sensor positions will most
likely be necessary in order to achieve best results.
Now all you need to do is find a way to
weatherproof the camera base, and you will have
your own robotic spy cam, ready to catch any
action within a 180-degree field of view.

If you want to use your pan and tilt camera for
some covert night surveillance, read on to the next
chapter. You will learn all about low lux cameras,
infrared light, night vision tips, long-range laser
illuminators and night vision head gear.
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Section EigRt

Night Vision Devices

Project Y4—Using Low Lux Cameras

Many of your covert operations will likely take
place under low light conditions to carry out your
coverl objectives. This strategy works for you and
your opponents in a video spy game. You can give
vourself an advantage under the cover of night
time by using a camera that has an extremely
sensitive imaging device to enhance details that are
normally hidden to the human eye under low light
conditions.

The light collecting ability of a video camera is
specified by its “lux rating.” The definition of lux
1s the amount of visible light per square meter
incident on a surface. 1 lux = 1 lumen/square
meter = .093 foot-candles, and yes, that probably
means nothing if you haven't studied optics to any
great length. To shed some light on the subject
touch!), the light of a full moon is about .1 lux,
while bright sunlight is about 100,000 lux, so the
lower the lux rating on a camera, the better it can
“see” in the dark. Most black and white cameras
Bave a lux rating as low as .1 lux and can be as
low as .0003 lux depending on the quality of the
optics, imaging device and chipset. Color cameras
do not even come close to the light collecting
shilities of their black and white counterparts, and
typically .5 lux would indicate a decent color
camera, which is why black and white cameras are
the clear choice for low light operations. Black and
white security cameras are also extremely sensitive
10 infrared light, which is completely invisible 1o
the human eye, making it an extremely useful tool
for stealthy covert operations, Most of this section

will be dedicated to the union of low lux cameras
and infrared light.

The collection of small spy cameras shown
in Figure 8-1 all have decent low light ratings,
but the large silver unit shown at the top has
built-in infrared LEDS for close up night vision
capabilities, and the one shown to the left with the
long lens tube has an ultrasensitive Super HAD
chipset that can see clearly in areas so dimly lit
that you wouldn’t be able to see your own feet.

It is really worth the extra money to purchase a
high quality low lux black and white camera with a
rating of .001 or better lux if you plan on working
in the dark or building any of the devices presented
in the following projects, and usually these cameras
will cost you between $100 and $150 depending on
supplier and optics quality. Pinhole lens cameras
should be avoided since they collect less light than

Figure 8-1 A collection of small spy cameras, each
with different lux ratings.
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Project

Flaure B-2 A camcorder (left) compared to a low lux security camera {right},

standard microlens cameras, and vou will be
working in the dark or at a distance, so hiding the
camera is not really going to be a concern. Another
reason not to use color cameras for night vision
projects (especially camcorders) is that they all
contain infrared filters in order to better enhance
the color image, and remove any bursts of light
from the infrared emitting auto focusing electronics
built into the camera, so this would work against
you. Black and white cameras never have any
infrared removal filters, as they are mainly sold to
those working in surveillance and it is understood
that they must perform under low light conditions.
Have a look at the difference between the way a
typical camcorder (Figure 8-2, left photo) and a low
lux black and white security camera (right photo)
image the same low light scene. Moonlight or
ambient city light is plenty of light for the capable
low Jux black and white camera, but the color
camcorder is useless in such an environment.

Project U5—Infrared,

The human eyes are sensitive to light which lies in
only a very small region of the electromagnetic
spectrum labeled “visible light.” This visible light
corresponds to a wavelength range of 400
nanometers (violet) to 700 nanometers (red). The

When choosing your night operations
camera, you will also need to know what type
of lens to choose, as there will be many different
types with various focal lengths and features
such as manual iris control, telephoto capabilities
or motorized zoom control. The most common
type of lens for security work is the fixed focus
medium wide-angle microlens, as this style of
lens captures a large area of the scene, yet can
easily be placed against the eyepiece of a pair
of binoculars or telescope for ultra long-range
imaging.

With a quality low lux black and white
spy camera, you will probably never need
extra lighting for operation on a typical city street,
or when there is moonlight. However, for pitch
black moonless nights or unlit indoor operations,
read on in this chapter as the following projects
will give you the ability to see in complete
darkness.

the Invisible Light

human eye is not capable of detecting radiation
with wavelengths outside the visible spectrum,
where ultraviolet (= 400 nanometers) and infrared
(= 700 nanometers) would exist. The visible colors
from shortest to longest wavelength are: violet,
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Slgure 8-3 A nypical infrared remore control and the
SEDs thet make it function.

Slue, green, yellow, orange, and red. Ultraviolet
radiation has a shorter wavelength than the visible
siolet light, Infrared radiation has a longer
wavelength than visible red light and is detected as
Seat by our bodies. The image sensor in a video
camera can see a larger part of the electromagnetic
spectrum than we can, extending well into the 1000
nanometer infrared region, which is why they are
perfectly suited as night vision devices when used
0 image a scene lit with infrared light that we
cannot see with our naked eyes. Infrared light is
certainly not hard to generate using an inexpensive
LED or a low power laser diode, and it is used in
many short-range remote control devices such as
television and VCR remote controls. The parts are
very easy and inexpensive to acquire.

The typical consumer device infrared remote
control is shown in Figure 8-3 surrounded by a
handful of the infrared emitting LEDs that create
the light source (most remote controls have one or
two of these at the top end of the case).

The output from this remote control is
completely invisible to the naked eye, as you
probably already know, but we are going to do a
simple experiment that lets you look at the beam—
a great way 1o test your remote control. To do this
experiment, you will need any type of video
camera that lets you monitor the image in real time
such as a camcorder, or security camera connected

Figure B-Y Normally imvisible infrared light is seen
clearly by a video camera,

to a monitor. Camcorders are not very good at
imaging infrared due to the filters they have
installed, but for this simple test you will still be
able to see the beam with a color camcorder. Take
any infrared remote control and fire it directly at
the lens on your camera while you watch the
monitor or look through the viewfinder and you
will see that your normally invisible remote control
will be spitting out a brilliant burst of sharp white
light. Because the video imaging device in the
camera can see well into the infrared region of the
electromagnet spectrum, the remote control
operates like a flashlight when viewed on the
monitor. Figure 8-4 shows the brilliant burst of
light emitted by the single infrared LED on my
small remote control as seen from the video
camera’s perspective.

If you want to take this simple experiment a
little further, take your video camera into a
completely dark room and try to use your infrared
remote control as a flashlight o navigate your way
around the room. Depending on the lux rating of
your camera and the amount of infrared filtering,
you may be surprised at how much light can be
cast by a single LED. In my case, | could easily
navigate the room by looking only into the
camcorder’s viewfinder. Knowing this, imagine
what the proper low lux black and white camera
could do for you with a large array of infrared
lights blazing your path!

95

IYDBTT STTSTAUI SY3l ‘'pPoIRIIUI-GY 4DECGI|




—

~

Project 46—LED Night Vision Illuminato

Project Y6—LED Night Vision Illuminator

A very capable night vision illuminator can be
made simply by wiring an array of infrared LEDs
in series/parallel to connect to a DC voltage source
such as battery or power supply. Since most LEDs
require a DC voltage ranging from 1.2 to 1.5-volts,
it is very easy to wire a number of them in series
to run from a common DC voltage such as 9 or
12-volts. Once you have a string of LEDs
connected in series to match your power supplies
voltage, all you have to do to expand the number
of LEDs is add more identical series strings in
parallel up to the current capacity of the power
source. If I were using a power supply that could
source 1 amp at 12-volts, then I would connect a
string of 10 1.2-volt LEDs in series to match the
voltage requirement. If each series wired LED
string was to draw 100 milliamps, then I could
theoretically connect 10 identical strings in parallel
for an array of 100 LEDs; quite a large illuminator.

Figure 8-5 shows my wiring diagram for a 49
LED array running from a 9-volt power source
using LEDs rated for 1.3-volts.

Since there are seven LEDs in series, each one
of them will see 1.29-volts, which is just slightly

less than their maximum rating of 1.3-volts each,
and it is always better to be slightly lower than
slightly higher when working with sensitive
infrared LEDs. There are seven identical strings of
seven series LEDs connected to each other in
parallel, so that each LED still only sees the proper
voltage. The current requirement for this array
would be seven times the current requirement of
each LED string, and a typical 9-volt battery can
power this unit for a few hours. The wavelength of
the LEDs is 950 nanometers, the same as used in
most consumer device remote controls,
Wavelengths ranging from 808 to 950 nanometers
work very well for night vision illuminators, and
are easily available at any electronics component
supplier. The actual array is wired on a square of
perf board by cutting and bending the LED legs to
form the traces on the underside of the board.

Figure 8-6 shows my completed 7 x 7 infrared
LED array ready for installation into an array of
20 feet by 20 feet, which is the typical useful
range of the device.

Increasing the number or quality of the infrared
LEDs will extend the usable area that can be

1.3 volt
LEDy

+9V

Flgure 8-5 Wiring 49 LEDs requiring 1.3 volts each for 9-volt operation.
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Szure B-6 A simple 7x7 infraved array that can run
a 9-volt battery.

1f you have experimented with LEDs, then you
Bave likely seen what happens to them when they
are subjected to a voltage well beyond their rated
maximums—poof! It is truly amazing how far the
tops of those exploding LEDs can travel when they
come apart, and infrared LEDs are even more
sensitive than their visible light relatives, burning
out in less than a second if the power source is
even a fraction beyond the rated limits.
Overpowering an LED will certainly make it
brighter, but only for a few milliseconds before the
heat buildup blows the top off or it simply burns
out internally, giving off a horrible odor. The LEDs
I use are rated for a continued current of 100
milliamps with a maximum surge current of a
whopping 2.5 amps, but only if sustained for no
longer than 10 microseconds (much longer than it
would take me to remove the power if I wanted to
test that rating). A simple way to push the LEDs
past their constant current rating is by pulsing the
power source on and off very quickly so that the

illuminated, but there are limits to this type of
device. One hundred or more LEDs may get you
up to 50 feet usable range, but after that, adding
more LEDs will only widen the illuminated area,
as the LED can only cast light so far before it falls
off. Think of it this way: 100 flashlights viewed at
100 feet away will not appear any more bright than
one flashlight did; it will only look like a larger
width of light. If you want to see the light from a
further distance you will need a brighter light, or
more focused light; there are no exceptions, which
is why infrared LEDs are mainly used as indoor or
short-range illumination devices only. There is one
trick you can use to make an infrared LED spit out
more light than it normally would if directly
powered by its rated DC power supply—pulsed
operation, as will be discussed in the next project.

sqET pesTnd—Ly 3o=loxg

Project U7—Pulsed LEDs for Higher Output

LED does not have time to overheat and
self-destruct. Doing this procedure can easily
increase brightness over 10 x more than what
would be possible using a simple DC power
source. You will have to have a long hard look at
the datasheet for whatever LED you plan to pulse,
as the maximum voltage, duty cycle and pulse rate
will be completely dependent on the specifications
of the LED. If you really want to push the limits,
be prepared to do some destructive testing.

A simple LED pulsing circuit that can accept
a DC voltage from 12 to 20-volts is shown in
Figure 8-7.

The TRF511 logic level FET is switched on and
off by the CD4001B NOR astable oscillator circuit
which can be controlled by varying the 1 MQ
variable resistor. Because the 4001 IC can accept
voltages from 1-volt to 20-volts, the circuit can be
tested over a wide operating voltage to determine
the maximum current limits for whatever array of
infrared LEDs you plan on driving. Again, you

andang asybtH xI03ZF
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for Higher Output

Project 47—Pulsed LEDs
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Figure B-7 An LED pulsing circuit for driving infrared LED arrays.

should examine the LEDs datasheet to figure out
the maximum pulsed current it can handle, or at
least start by supplying minimal voltage to the
circuit and adjust it slowly upwards while
watching the output from the LEDs on your
monitor, When you are “smoke testing” the LEDs
to find their breakdown point, it is only necessary
to use a single chain of LEDs, as adding more
chains in parallel will not allow more current to
flow like adding mode LEDs to the chain would.
For 12-volt operation, you may want to start by
using 8 or 10 LEDs, removing one at a time while
you check for brightness and excessive heat (hold
on to the LED with your fingers). The current
limiting resistors connected to each series string of
LEDs will save you a lot of burnt out LEDs when
you are first testing your LEDs to their breakdown
point, so unless you know what your components
can take, then leave them in the circuit.

I managed to drive my 7x7 LED array (made
earlier in this section) up to near 20-volts quite
efficiently by using the same series/parallel wiring

Tor wiove
LEDy
Infraved
LEDy
560
IRF 511
. 7
1 MEG

needed for their safe operation at 9-volts. In the
end I settled for only 12-volts, as the driver FET
was getting a bit warm without a proper heat sink,
and the camera I use is so sensitive to infrared
light that the illuminator swamped the image
sensor to the point where [ could only see a huge
white bloom on the monitor. The range of the
pulsed LED illuminator compared to the earlier
DC driven illuminator is several times greater,
and can cover a typical back yard with ease. The
completed pulsed illuminator is shown in

Figure 8-8 built on a prototyping circuit board

for ease of wiring'all those LEDs.

There are many ways you can expand this
simple LED driver circuit to accommodate more
LEDs, such as adding a heat sink to the FET for
more current capacity, or by adding multiple
FETs to drive more series/parallel chains. There
are much larger logic level FETs available as
well, and many of them can deliver an easy 10
amps or more without the need for a heat sink or
any type of complex cooling. Again, the best way

98



........

Figure B-B A 49 LED infrared illieminaror driven in
pulsed mode.

to push your infrared LEDs to the limit 1s by
experimentation, or what T like to call “smoke
testing,” and 1 have found that some
manufacturer’s ratings are way off the mark
sometimes in either direction. Also, you may
want to consider adding a switch to each chain of
LEDs, as the infrared light produced by so many
LEDs may be too bright for your image sensor if
placed close to the target object. As shown in
Figure 8-9, my test subject “DJ Dogster” is
almost too bright when lit by 14 of the 49 pulsed

Figure B-9 Too many LEDs can overloud the image
sensor, washing out details.

LEDs in my array running at one time from a
distance of about four feet.

Now if your covert infrared operations require
some serious infrared illumination due to the
amount of square footage or distance in your
scene, then check out the next project as it uses
a method of generating infrared that is almost
unlimited and can easily outshine an LED
illuminator by hundreds of times.

Project U8—0utdoor Night Vision llluminator

Does your LED illuminator fall short of the desired
range? Maybe you fried a few hundred LEDs
trying to push them beyond their limits and want to
take a different approach? Well, here is a simple
way to turn an ordinary house light into a powerful
outdoor infrared source using a special filter and
some common household items. This unit can
easily light an area larger than your backyard and
does not require any electronics at all, but there is
a drawback—heat, lots of heat. If you have ever
accidentally grabbed a 100-watt incandescent light
bulb while it was on, or just switched off, then you
know what I mean when I say these things run hot.

Now imagine containing all of that heat into a
small area, only letting a small bit escape, does
this sound familiar? Yes, you have basically
created a 100-watt convection oven that could
certainly warm up your dinner or burn down your
house. This is why I call this an “outdoor
illuminator.” So, if building a device so hot that it
could fry an egg doesn’t scare you away, then read
on. Typical home use incandescent light bulbs, like
every heated object, produce a wide band or
spectrum of wavelengths, which is primarily
determined by the temperature of the filament, and
to a small extent by the material composing the
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Project 48—0Outdoor Night Vision Illuminator

Figure B-10 A small dise shaped infrared pass filter
made from glass,

filament, which is usually tungsten. These bulbs
are designed to produce the white light we use to
illuminate our home, but they also produce light
which we cannot see both in the ultraviolet end of
the spectrum right into the infrared portion of the
spectrum. So, to pass only the infrared
wavelengths, we will need to simply place the
appropriate filter in front of the light source. The
type of filter we want is called an “infrared pass
filter,” since it effectively blocks all but one small
section of the spectrum—the invisible infrared
region between 800 and 1000 nanometers.
Filtering infrared Light this way is no different than
looking through a bit of colored plastic or glass
that filters out all colors in the visible spectrum but
one, leaving a scene that is in the same color as the
material itself. An infrared filter (which looks
completely black to the human eye) will do
exactly the same thing, allowing only the invisible
infrared light to pass through it, blocking all other
light. These infrared pass filters are available at
many camera shops, scientific suppliers such as
Edmund Scientific, and they come either as a
plastic or glass disc. But the plastic filters should
be avoided as the intense heat from any light

Figure 8-11
i a SOup can.

A 100-warr light bulh and socket monnted

source over 15 watts will most likely warp or melt
the filter very quickly, Figure 8-10 shows the glass
infrared pass filter I will be using in my
illuminator. Notice how the digital camera cannot
see my fingers behind the glass.

The neat thing about these infrared filters is that
they are completely clear to a black and white
security camera. You might find that hard to
believe considering that you can’t see anything
whatsoever through the lens with your own eyes,
not even a bright light across the room. But when
you place the lens in front of a security camera,
it sees right through it as if it were just a slightly
shaded bit of glass, like what you would find in a
pair of sunglasses. The reason this happens is
because the camera’s imaging device is sensitive
to infrared, the only part of the spectrum that is
allowed to pass through the lens. The same effect
will happen when the lens is placed in front of a
bright full spectrum light source, which is why to
the human eye there will appear to be no light at
all, just a faint red glow.

Besides the infrared pass filter, you are also
going to require a 30 to 100 watt light bulb, a
light socket with switch, and some tvpe of
non-flammable container to block all light that does
not exit through the lens. For my design, [ used a
basic light socket with a cord and switch already
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Figure B-12 My ourdoor “soup can” ifluminaior

ready fo go ta work,

connected, a 100-watt light bulb and a large soup
can with the label removed. The soup can was an
easy choice because it can withstand the heat and
because the infrared filter fits perfectly into the end
without any modification. The distance between the
light and the filter will be about three inches, which
seemed to work very well. Figure 8-11 shows the
light socket and bulb mounted into the soup can,
ready to have the infrared filter added in place.

You should ask the manufacturer of the lens for
details on how much heat the unit will withstand,
and for how long before selecting a light bulb, as
you would not want to destroy the filter or cause it
to crack. I had no problems with 100 watts using
my filter (which I have no information on), but 1
would certainly not try this with my plastic
infrared camera filter, as it would certainly melt
in less than a minute. If you do not think your
filter can withstand the heat generated by the
light source, then you have a few options such as
backing up the light source or trying to reflect
through the filter from a distance using a lens
or mirror of some kind. Also, keep in mind
that not all light bulbs have the same spectral
characteristics, and reflective coatings. A typical
“warm white"” light bulb seems to work nicely,
whereas a completely clear bulb casts a harsh light
so bright that a reduced wattage was needed. Feel

Figure B-13 A person caught in this scene would not
see any light ar all,

free to experiment, and look up the manufacturer’s
technical data for wavelength emissions. You will
also need a method of mounting the final unit
(shown in Figure 8-12) so that the extremely hot
surface is not in contact with any nearby
flammable material. A tripod or long shelf bracket
is usually enough to keep the heat away from the
mounting surface.

If you want a little more control over the amount
of illumination, you can change the wattage of the
bulb, or install a light dimmer for fine control. Keep
in mind that light dimmers reduce the current to the
filament, which causes a shift in color temperature,
and may reduce the amount of infrared light in odd
ways. Again, experimentation is key. Even by using
a fairly old black and white security camera, the
amount of light thrown by this unit powered by a
100-watt light bulb was more than enough, and at a
distance of at least 50 feet, the dim red glow from
the lens was not even noticeable. Figure 8-13 shows
the well-lit arca of a back yard in the absence of any
ambient light from streetlamps or the moon.

It's amazing what you can do with a light bulb, a
bit of glass and a soup can! But what if you want
to monitor an area that is several blocks away?
Typical binoculars are not very useful at night, and
illuminators are only good up to 150 feet, so now
what? Read on, my curious Evil Genius friend!
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Project 50—Long-Range Laser Illuminator

Project SD—Lgng—Hange Laser llluminator

This project deals with laser energy that WILL
damage you eyves if you do not understand the
importance of laser safety, so make sure that you
begin with Project 49—Infrared Laser llluminator,
if you haven’t already done so and proceeded with
caution. Laser devices with an output power of less
than 5 mW are normally considered eye safe, as
long as you don’t do anything purposely foolish;
but in this project. [ am working with an infrared
laser module capable of delivering 100 times that
power which is enough to burn a hole through
electrical tape and your retina. If you feel
confident that you know how to handle this
technology then keep reading, but be sure to
proceed with extreme caution.

The 300 mW infrared laser source used in this
high power illumination device is an 808
nanometer pulsed mode module painfully hacked
from a green laser pointer that was originally rated
for 5-milliwatt output power. Since there are no
laser diodes available that directly produce a green
beam (532 nanometer visible light), a high-power
infrared laser diode with a wavelength of 808
nanometers pumps a tiny block of Nd:YVO4
generating infrared light at 1064 nanometers which
feeds a KTP intracavity frequency double crystal
to preduce the visible green beam at 532
nanometers. None of this is really important in this
experiment, as we are going to remove every part
of the laser pointer that occurs after the actual laser
diode and its driver module. I won’t even begin to
explain how to take these things apart, as it took
me over four hours with a small pair of side cutters
and a file to hack away at the thick brass casing in
order to remove the filters, crystals and optics. You
will certainly void your pointer's warranty, and if
you are not extremely careful, you will damage the
ultrasensitive laser diode, which is connected by a
wire that makes a human hair like a crane cable in
comparison. Scared yet? Good, because a green

laser pointer cost at least $150 when I wrote this,
and most of them were manufactured differently:
even units from the same manufacturer with the
same part number. Why not just purchase a
premade 500 mW infrared laser module instead?
Well, check out the prices on those units and you
will see why this is a worthwhile hack!

5till moving ahead on this project? Great, but
before you start filing down that laser pointer shell,
do an Internet search for “green laser dissection,”
and you will find a couple of very well made
WebPages detailing the exact procedure complete
with information on what makes these green lasers
function. If you're lucky, vou may have the same
pointer as the one that was taken apart. When you
do manage to tear the pointer down to the bare
laser diode and driver module, it will probably
look something like the one shown in Figure 8-16.
The cylindrical brass head is a mounting plane and
heat sink for the extremely tiny but powerful laser
diode, and you should avoid touching any part of it
as you might break the tiny connecting wire.

If you are good with a soldering iron, then you
will want to remove the tiny contact switch and
install two power leads, keeping in mind that the
outer shell for most laser pointers is the positive

Figure B-16 A hacked green laser pointer reduced to
the dipde and driver board,

104




Figure 8-17 An assortment of fenses used for laser
focusing tests.

connection. Laser pointers are not nearly as robust
as laser modules, due to their battery operation, so
staying with a 3-volt battery pack is your safest
option when powering up the module. You can use
whatever size of batteries you like, just make sure
the output voltage does not exceed 3-volts, or your
laser module will die instantly. Also, do not just
connect up the battery pack and flail this module
around looking for the beam like you did in the
previous project, as this unit can produce 100
times the power. Close all doors in your workshop
and make sure there is no chance of a reflection or
stray observer coming in direct exposure to the
beam. I like to work with a camera viewfinder so
that my eyes are completely covered, as there is no
chance of catching the beam in the eyes. Even
without any lens at all, this laser module can throw
some serious power, as you will soon find out
when you watch the video monitor.

After the initial testing to make sure the module
is still functional, you will probably notice the
same effects you did in the first experiments
with the low power module—the beam tends
to become extremely wide after approximately
10 feet or so. Even with 100 times the power,
the beam is still much too spread out to be useful

as a night vision illuminator for distances over
20 feet, so some type of focusing lens is going to
be necessary.

My goal was to create an illuminator that would
light up a target the size of a large house at about
1000 feet from the source. so a small degree of
focusing was needed. None of the optics that came
with the original laser pointer were of any use, so I
dug out all the various optics that I have salved
over the years from broken camcorders, cameras
and scanners. Figure 8-17 shows some of the
lenses I tested when building this device.

The lens that seemed most compatible with my
goals was a I-inch wide aluminum cylinder with a
lens at each end. I think it was taken from the
inside of an old computer scanner. A lot of the
other lenses seemed to give decent results as well,
but this one would make the task of laser
mounting very easy due to its shape and size. The
laser module was placed back into a small bit of
the original pointer shell to protect the laser diode
and then it was hot glued directly to the face of
the lens I planned to use for this project. As shown
in Figure 8-18, the unit was nice and compact
and would allow for easy mounting into some
type of cabinet. If I wanted to fine-tune the focus,
I could still unscrew the laser module slightly in
either direction since it threaded directly into the
brass shell.

Then. I added the laser and lens module into a
plastic box with the two AA battery pack and
installed a power switch with a bright red LED to
alert me that the power is on. Although the beam is
not highly collimated, I would still not want to get
a shot in the eyes with this beast at close-range.
This unit is now a fully functional 500 mW
infrared laser illuminator, not all that different than
the devices you can purchase, and although they
claim to be eye safe, I don’t plan on testing that
theory. The final unit is shown in Figure §-19
complete with power switch and warning light
(highly recommended). The two AA batteries
produce the required 3-volts, and can power the
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Figure B-18 The laser module is mounted to a

Joeusing fens assembly.
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Figure 8B-19 The high-power infrared laser
illuminator ready for action.

unit for hours at a time, although 1 rarely leave it
on for more than a minute as much of the laser
diode’s cooling abilities were reduced when the
brass laser pointer shell was removed. If you plan
on running a hacked laser pointer like this, then
you might want to screw the brass head into a heat
sink or install a fan to keep the unit cool.
Overheating the laser diode may cause it to fail
and will most certainly reduce its life span.

Figure B-20 The high-power infrared laser
illuminator is very effective.

The results that you can achieve with this device
are truly impressive. At a distance of several
hundred feet, the illuminated area looks better than
the pulsed array of 49 LEDs did at a mere 10 feet.
The illuminator has such a far-reaching range that
I ended up mounting my low lux video camera to
the eyepiece on a pair of 30 x power binoculars
to extend their focal range. If | were to build this
project again, I would probably also want some
control over the laser focusing lens in order to
widen or shorten the beam when working at great
distances. Currently, it is fixed to work perfectly at
about 500) feet. Again, due to the characteristics of
the laser diode, the projected beam is shaped more
like a rectangle, but for this use it actually makes
targeting much easier. Figure 8-20 shows the
extremely well lit target area of about 30 feet wide
and 15 feet high from a distance well beyond the
reach of LED based illumination devices. Always
remember to avoid reflections and never aim this
device at any person or living thing, especially at
close-range.

The results that can be achieved by this device
are very impressive, especially when coupled with
a low lux black and white camera looking through
high-power optics such as a telescope or a pair of
binoculars. This device operates on the same
principles as some commercially available units,
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Tsing a defocused laser diode with power levels
between 250 milliwatts right up to 5 watts or more,
s0 it is certainly a worthwhile hack to extend your
stealth capabilities. Now, if you want the ultimate

in tactical night vision gear, Ty THe TEXT PrOJeCT,

which will give you a wearable night vision device
like the ones you see worn by the military in spy
maovies.

F'n:ie:t 51—Night Vision Headgear

This is one of the most “fashionable™ and familiar
projects in this book because it's a wearable high
tech piece of spy gear that used to be exclusively
used by military, law enforcement and intelligence
agencies. There is just something “cool” about
running through a completely pitch black area
being able to see everything in your path as though
it were fully lit. Now, vou can have yvour very own
night vision equipment at a fraction of the cost.
Although you can spend a few hundred dollars to
purchase one of these devices, I will show you
how to build one that works just as well using
nothing more than a handful of LEDs, an obsolete
camcorder viewfinder and an inexpensive black
and white spy camera. This device can easily light
a large room with enough light to see how many
fingers your test subject is holding up from 20 feet
away, and it is completely eye safe, unlike the laser
projects. The device can be built as a hand-held
unit like mine, or made to be worn on the head like
the units you see worn by the military in covert
night operations.

You will need three things to make this project:
a low lux black and white spy camera like the ones
shown throughout this section, a handful of
infrared LEDs (I used 18 of them), and an old
camcorder to tear apart for the viewfinder. The
viewfinders on old VHS camcorders are perfect for
this project because you can find them at junk
shops and pawn shops for only a few dollars, and
they can easily be removed from the camera as
fully functioning NTSC video monitors. Newer
camcorders have LCD viewfinders that do not

accept standard NTSC video signals as their input,
s0 this type will not work for this use. If for some
reason you cannot find an old cameorder to hack to
bits, just do an Internet search for “NTSC
viewfinder” and you will find several sources that
sell these units ready to go—no hacking is
necessary. Of course, in true Evil Genius spirit, it's
always more fun to hack some obsolete junk into
your high tech creations. Figure 8-21 shows one of
these huge gangly black and white viewfinders
ripped from a 1990's VHS camcorder,

Most of these viewfinders will have at least three
wires on the connecting cable, but some might
have as many as eight or more. Don’t worry, | have
hacked a dozen of these viewfinders from many
different camcorders and have always been able to

Figure 8-21
Sfrom an old camcorder.

A bluck and white viewfinder hacked
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Headgear

Project 51—Night Vision

reduce the wire count to only three—power (9-
volts DC), ground, and video input (NTSC). There
is absolutely no logical color coding to the wiring,
50 you are going to have 1o open up the unit and
look for clues as to which wire does what.
Identifying the ground wire is easy. It will be
connected to the metal chassis surrounding the
small picture tube either directly or through
various traces on the circuit board. All of the
capacitors will have their negative lead connected
to this trace as well. The power wire will probably
head directly into a large capacitor, diode or power
regulator, but again you can identify this wire by
looking up the pinout for the large IC on the small
circuit board (it will be a video generator IC) to
determine its VDD (positive supply) pin. and then
trace it back. Once you have identified the power
and ground connections, connect them to an
adjustable power supply and slowly turn up the
voltage while you monitor the amp meter. At
around 8 volts, the viewfinder should be drawing
no more than 200 milliamps and the small video
screen will begin to light up. With the unit lit up,
simply connect the ground wire to the ground wire
on a video source then try every other unchecked
wire by feeding the video signal into them. Sooner
or later you will get an image on the screen. [ like
to do this test with an old VCR, just in case you
feed the supply voltage into the video line, as this
seems to not affect the device. Once all three wires
are identified and you have an image on the
viewfinder, just hack off any remaining wires, as
whatever they did will no longer be of any
concern. On my unit, the red wire was negative,
the orange wire was positive, and the yellow one
was the video input. Remember what I said about
no logical color code?

With the viewfinder up and running the next step
is to mount the unit in a plastic box that has
enough room for the battery pack you plan to use
as well as the Tow lux black and white camera. You
may also want to install the LEDs into the same
box, but I found it easier to mount them as a
separate unit for later experimentation and use in

Figure B-22 Mounting the viewfinder, battery and

low lux camera together

other projects. Figure 8-22 shows the viewfinder,
battery and camera mounted in the plastic box and
held in place with a bit of hot glue.

You will want to make sure the viewfinder’s
eyepiece is mounted in a position that keeps the
plastic box from hitting your face, just like it was
on the original camcorder. I built my unit so that
the box was placed between my eyes allowing the
video camera (o be positioned directly between my
eyes. This will help you navigate a completely
dark room by showing you an image on the
viewfinder that closely approximates vour own
vision. If the camera were out of alignment with
your center of vision, you may find your self
banging into door frames or table corners. At this
point [ am able to test to make sure the video
camera and viewfinder are working by supplying
the power to both components. Oops, my first test
revealed that my image was upside down due to
the reversed installation of the viewfinder! This
was easy 1o fix simply by turning the camera
upside down and gluing it back in place. T was
pretty impressed at how much light the camera
alone could process without any infrared aid
installed yet. 1 could see details in a room that
were very difficult to see with the naked eye, so 1
knew that this project was going to turn out nicely.
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Figure B-23 Infrared LED illuminator box and
switch ready for installation.

The next step is the creation of the infrared

illumination box. I knew how sensitive this low lux

camera was, so I opted for a straight connection to
the DC power source over pulsed mode operation
because I was worried that [ might actually
generate too much infrared light for the camera.
By using a separate box for the 18 infrared LEDs
I had ample room to add a pulse circuit later if I
thought it would be necessary. The 1.5-volt LEDs
are wired as a series string of six connected in
parallel to three identical strings, giving each of
the 18 LEDs 1.4-volts from the 8.4-volt
rechargeable battery used. For more information
on series/parallel LED wiring (refer to Project
=6—LED Night Vision Illuminator, earlier in this
section). The power switch was also added to this
Box, and would serve as the master switch for the
eatire device, Figure 8-23 shows the illuminator
2ox containing the 18 LEDs and power switch
with ample room for future expansions.

The illuminator box is simply bolted to the lid
on the viewfinder box once the switch has been
wired to the power source to complete the unit.
At this point, you should be able to run through
sour house in pitch darkness without any trouble
=hatsoever. OK, before you try running, power
= the unit and get used to looking through a
wi=wfinder, as it takes a bit of getting used 1o
Z=pending on the field of view that your camera
~sroduces. You may also need to focus the

Figure B-24  This stealthy infrared night vision device

is an exceptional performer:

Figure B-25
“trvizible " flashlight,

This night vision device works like an

viewfinder by turning the little black knob that
moves the tiny exit lens back and forth in the
eyepiece. If everything went as planned, then
you will be amazed at how well this stealthy spy
device works in complete darkness. As shown in
Figure 8-24, this night vision device looks like it
means business, and can easily outperform the
original “green screen” military units based on the
bulky power hungry optical tubes. Even outdoors,
this little device is very capable.

There are no risks to human vision with this
unit, as the LEDs do not put out enough power
density to cause eye damage, so you can use this




Project 51—Night Vision Headgear

device anywhere. You may need to get used to
looking into the eyepiece while wandering around,
but it will only take a few minutes to become an
expert at this. You can also work the unit into some
type of retractable head gear and external battery
pack for long-term use where you may be
switching between pitch black and visibly lit areas.
A few other nice features that I can think of would
be the installation of a three-way switch to control
how many LEDs are lit at once in cases where you
are very close to the target and the scene is too
bright, or even the addition of a super sensitive spy
microphone like one of the ones shown previously
in Section Two. Whatever your intended use for
this device. I am sure you will be more than

* satisfied with its operation and, as shown in _

Figure 8-25, its ability to light up a room like a
high-power flashlight is truly impressive.

Well, I hope you had fun with this section: night
vision has always been a fun topic to experiment
with, and you can produce some very capable
devices for a fraction of the cost of commercial
units, There is a lot of room to experiment, and
since there are always technological advances in
imaging devices and infrared emitters, it won't be
long before my next experiment will have the
ability to see right through walls. I am not kidding!
In the meantime, read on to learn how you can
build simple, yet effective audio transmitters with
impressive sensitivity and range.
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Section Nine

Hudio Bugs and Transmitters

Project 52—Hacked Baby Monitor Bug

In Section Twelve, there is an interesting bit of
mformation regarding the use of a radio scanner to
intercept the transmissions from cordless room
monitors (baby monitors). Because these devices
are normally left running at all times, and due to
the fact that they have whisper sensitive
preamplifiers and a fairly decent range, they are an
amateur spy’s dream come true. These units have
only a few channels and frequencies, but you
really don’t need a full-blown radio scanner to
snoop for nearby base transmissions—you only
need the receiver. I was bored one day and decided
10 mount my room monitor (0 @ magnetic mount
CB antenna, then hit the road looking for
ransmissions by flipping the channel selection
switch between the four channels once every few
seconds, hoping that | would eventually pick up a
clear broadcast. 1 was pleasantly surprised when 1
did not even make it 1o the end of the block and
already had found two crystal clear transmissions.
Within a minute or two of driving, I realized that
the entire populated area was jam packed with
these invasive devices, ready for anyone with a
radio scanner or receiver unit to eavesdrop on
every single noise in the house. These baby
monitors worked so well as accidental room bugs,
that I decided to purchase one for dissection in an
attempt to hack it into a more covert device. The
result was very successful.

The baby monitor set will consist of a base
station that plugs into the wall via a DC adapter,
and a portable receiver unit that will run from a
battery or DC adapter. The receiver will have a

volume control and possibly a signal strength
indicator, and both units will have a channel switch
that allows the changing of transmit and receive
frequencies in case there is nearby interference.
The inexpensive set [ used for experimentation is
shown in Figure 9-1 with the receiver on the left
and the base transmitter on the right.

My unit had a base transmit frequency of
49 MHz, but any unit will work, including
27 MHz, 900 MHz, 1.2 GHz and whatever else
is offered, as long as the base and receiver match
in frequency. The goal will be to reduce the
transmitter to the smallest possible footprint,
power it from a battery and then hide it in an

Figure 9.1 A nypical baby monitor set, The receiver s
an the left and wransmitter is on the right.
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Project 52—Hacked Baby Monitor Bug

Figure 8-2 Gurting the transmitter to the bare
egsentials to reduce its size.

inconspicuous household object so that it can

be hidden covertly in the room to be monitored.
A 9-volt battery will power the transmitter for
several hours, and you really don’t have to worry
too much about the unit’s rated voltage. I have
used a 9-volt battery with no problem at all on
base units rated as high as 12 volts DC and as
low as 5 volts DC.

Begin by gutting the base unit to remove the
entire plastic case, being careful not to break the
two small wires connecting the electret microphone
to the circuit board. The microphone is probably
glued to the front half of the casing, so you will
need to pry it off with a small screwdriver or knife.
You also want to remove the antenna wire from its
connection point on the antenna if there is one
(sometimes they are fake). When you have the
circuit board removed from the casing, unsolder the
DC adapter jack, making note of polarity, and
simply solder a 9-volt battery clip in place. As
shown in Figure 9-2, my base transmitter unit is
reduced to the bare essentials and converted to run
on a 9-volt battery. The small switch next to the two
crystals allows switching between channel A and B.

My circuit board was small enough to fit into a
pop can, and the antenna would blend in nicely if
fed into a straw and placed into the can as if
someone were drinking the pop. A 10-inch length
of stiff copper wire was soldered in place of the
short wire that was originally used for the antenna

Figure 8-3 A pop can and drinking straw hide the
transmitter perfectly.

so that it could be held in place and easily adjusted
for best results, The bottom of the pop can was
hacked out using a steak knife, and the circuit
board, battery, and microphone will be placed
inside then secured by a bit of duct tape to cover
the hole. The microphone is so sensitive that it
worked perfectly simply by placing it near the
opening in the top of the can, but if you find the
sound a bit muffled, a tiny hole is all that would be
needed in whatever casing you are using to
disguise the transmitter. As shown in Figure 9-3,
the pop can will make a great home for the new
covert baby monitor spy device, and the antenna
will function perfectly hidden inside the drinking
straw.

The completed unit not only worked perfectly,
but also seemed to have greatly improved range
over the original design! My theory is that the
longer antenna and metal can increase the range by
improving the RF shielding and allowing the can
to act as a ground plane for transmission. The
transmission could be picked up by the hand-held
receiver for as far as I felt like walking, and the
sensitivity was so good that every conversation
could be heard clearly, even if originating in a
different room than the transmitter. The only risk
with this device is that a person may walk by and
feel the need for a sip of pop, or decide to tidy up
a bit and throw out your beautiful covert spy
device. As you can see (Figure 9-4), the transmitter
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Figure 9-Y4 Noifiing looks suspicious in this scene,
Just don't take a drink!

— —

not only blends perfectly into just about any
environment, but it also looks very refreshing.

To improve the receiver, [ added a long
telescoping antenna in place of the fake rubber one
that came with the unit, and then I removed the
built-in speaker and fed the audio into a ¢ stereo
headphone jack to allow the use of headphones to
greatly improve the sound quality. By using
headphones, you could walk around the
neighborhood searching for more open baby
monitor transmissions without looking suspicious
while carrying a baby monitor pressed to your ear.
A seasoned evil genius should always blend in!
Now, if you want some serious range on your next
spy gadget, keep on reading.

Project 53—FRS Radio Long-Range Bug

I enjoyed the baby monitor hack quite a bit, but
found that a two or three block range was
sometimes not enough, especially when the target
was mobile. I originally attempted to add another
stage to the transmitter, boosting its power into the
15 watt range, but all I managed to do was wipe out
local FM radio broadcasts and drain batteries, so
that experiment was quickly abandoned in fear of
having the “pirate radio police” come knocking at
my door. | was later looking through my box of
scrap radio and RF equipment and I found an old
pair of FRS radios once used in some long-range
robotics experiments. I knew that these small radios
could easily transmit for several miles, and they
took up no more space than the baby monitor base
transmitter. With a few modifications to the input, 1
theorized that this radio should be able to pick up
every whisper in a room just like the baby monitor
was able to do and transmit it for distances way
beyond the reach of the baby monitor.

The two 15 channel FRS (family radio system)
units [ decided to experiment on are shown in

Figure 9-5. They are quite small, run from a pair of
AA batteries, and achieve a very respectable range
of operation.

Figure 9-5 FRS radios are small, and can easily
transmiit several miles.
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Project 53—FRS Radio Lon

Figure 9-6 Muodified radio showing microphone and
transmil button exrension wires,

The one problem with using these radios for
audio eavesdropping is that the built-in
microphone has very poor response to sounds that
are more than a few inches away from the radio,
which is what makes the unit perform properly in
its designed use. There were no adjustable parts
inside the unit, and except for a few large RF
components, the rest of the circuitry was hidden
under a blob of epoxy, so hacking the radio’s
circuit would not be 'pr}ssihlm However, it was
possible to remove the electret microphone from
the unit and replace it with a pair of wires that will
later connect to an ultrasensitive preamplifier to
boost the sensitivity of the unit to whisper
capability. A perfect preamplifier that could feed
this radio was covered in Section Two, Project
2—Ultrahigh-gain Microphone Preamp, so look
hack at that project if you do not wish to design
one from scratch. In addition to a pair of wires
feeding the audio input on the radio. you will also
need to locate the transmit switch and either solder
a pair of wires fo it, or simply solder a wire across
the contact to keep it permanently engaged for
continuous transmission. I chose the extension
wires so that [ could shut the transmitter off easily,
or control it for timed operation using a relay and
timer circuit, motion sensor, or light activated
relay. The radio is shown in Figure 9-6 with the
microphone input wires and transmit switch wires

soldered to the circuit board. When mstalling the
microphone wires, make note of the polarity, as
there may be a ground pin and signal pin. If you
reverse these two wires, your preamplifier may
inject a great deal of noise into the radio.

I have noticed that some newer FRS radios
actually have a microphone input jack already
installed, so this will save you a bit of soldering.
and if you really wanted to be lazy, a tie wrap
across the transmit switch would mean that no
maodifications to the radio would be necessary. Of
course, | enjoy hacking things, so this was the way
to go. Once I added the preamplifier and transmit
switch, 1 set up the radios on channel 13 and tested
the unit. The preamplifier was so sensitive that I
had to take the receiver outside the house to avoid
feedback, and 1 could hear a sound as faint as a pin
drop in the next room. The range was exceptional
as expected, and even while holding the receiver
inside the car, T could easily drive a4 mile away and
pick up the transmission.

Again, using headphones (o receive the audio is
much better than pressing the radio speaker to your
ear, and if you get out of range, an external
antenna can sometimes help out a little bit.
Another thing to keep in mind is that you are not
the only one that can intercept these transmissions,
as FRS radios have absolutely no security
functionality, and that “secret code” jargon is
truly misleading, as it does not scramble or hide
your transmission in any way. My completed FRS
radio hack is shown in Figure 9-7, just before the
initial test.

The only thing left was to find creative ways
to disguise the transmitter to blend in with its
surroundings. In the last project, T used a pop can,
but there was the slight risk of being exposed if
someone picked up the can for whatever reason,
so this time T decided to hide the unit without
affecting the usability of the concealment device.

Figure 9-8 shows the long-range FRS transmitter
and preamplifier hiding inside a box of facial
tissue. The great thing about this hack is that the
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Figure 9-7 Modified radio showing microphone and
fransmit butron extension wires,

tissue dispenser still functions normally, and the
radio will go completely undetected. The radio ran
for several hours from its built-in battery source,
but could have been extended to a full day using a
small rechargeable security battery and the
appropriate voltage regulator. If you hide the
device inside another appliance, then you could
even rob power from its circuit board as well,

You will probably want to avoid long-term
operation of this device, especially in a densely
populated area where many FRS radios may be in
use. Unlike baby monitors, which are designed to

Figure 8-8 A good covert hack will go undetected,
even {f closely inspecied.

be left on at all times, this radio band is not, so
continuous use may have cavesdroppers searching
for the source, or it may annoy non-Evil Geniuses
that just want to talk to their friends on whatever
channel you have so rudely taken over. Use this
device sparingly!

If you really want to dig deep into the world of
audio eavesdropping, then the following projects
are going to tickle your evil funny bone, as we will
be building stealthy miniature FM bugs from
scratch using readily available inexpensive
components.

Project 54—Simple FM Room Bug

Because of the finicky nature of radio waves
combined with the “dark art” of coil winding,
experimenting with home brew radio transmitters
has been a road less traveled by rﬁany electronics
hobbyists, even those with years of experience. Let
me clear this up right now. Building a small FM
transmitter is no more difficult than any basic

electronic circuil, and any coils you may need can
be easily made by simple trial and error using a few
inches of copper wire and a bolt. I promise you that
if you can make an LED blink, then youcan build
all of these basic FM transmitters, and most of the
ones you find sprinkled amongst the millions of
public domain schematic on the Internet.
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54—Simple FM Room Bug

Project

0.1uF

T 1
0.001 —L_
LOK. uF T

(©

=10 pF
39K
iy
I
; 22 pF
+—AN— (o —10 pF
100Q 1uF

2N3563
or
25C945 100 Q

Figure 8-9 A simple low power one transisior FM transmitter,

Most of the transmitters used to make wireless
microphones (AKA bugs), have only a single coil
that consists of nothing more than a few wrns of
copper wire wrapped around a ferrite core, or a
small screw. The copper wire can be taken from an
old transformer or the windings on & toy motor, and
it may amaze you at how tolerant the number of
windings and size of the coil in your circuit will
actually be. For example, if a circuit you find calls
for “exactly 7.5 turns on a 2 -inch form using
AWG #20 wire”” Then what this really means is
find an old % -bolt, wrap anywhere from seven to
10 turns around it using whatever size copper wire
vou have in your junk box, then adjust it later using
a ferrite screw or a small bolt. Yes, it really is that
easy! | have made many small transmitters this way,
and they always work as expected without having to
wait weeks for some oddball coil to arrive from the
orient. Small adjustable capacitors can usually be

salvaged from old radio equipment circuit boards,
and many of the times, a close fixed value capacitor
will replace a variable one if you do not care to fine-
tune your transmit frequency.

For example, a 10 pF capacitor in an FM
transmitter calling for a 5-20 pF variable capacitor
will most likely center the transmission to
100 MHz or so, and any other fine tuning can
be done simply by bending the copper wire loops
om one of the coils, or by cranking in a ferrite
adjusting screw. There is no dark art to making a
small FM transmitter, especially the ones I chose
for the following projects.

Before we start building, take a look
at the schematic in Figure 9-9 for the simple
FM room bug. This schematic has been used
for many years and goes by the names wireless
microphone, FM bug, cigar box (ransmitter, one
transistor transmitter, low power transmitter, efc.
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is transmilter uses an electrel microphone o
modulate the RF oscillator, which can be tuned
across the entire FM radio band (88-108 MHz) by
adjusting a screw or ferrite bead in the single coil.
Sensitivity isn't too bad, and range is a few
hundred feet depending on how long you decide to
make the antenna. The output power of this
transmitter is similar to the output power of the
transmitter built into an MP3 player that can play
your music to an unused space on the FM band, or
to that of a child's walkie-talkie toy, so there is
little risk that the “radio police” will come looking
for you if you operate this device,

Figure 9-10 Winding a coil around a+bolt.
Campleted coil also shown.

1 will start by showing you how to wind the coil
for this project, and just about any other RF circuit

bng wooy WA =oTdurts—pg 3Io=slfox

you may want to tackle in the future. The circuit unscrew the bolt, cut the copper to the correct lead

calls for an adjustable coil with four turns, but I length, then scrape the tips of the leads with a

like to add a few extra turns when making an razor knife to remove the red or green enamel. The

adjustable coil just to play it safe. If you have too enamel must be removed in order to bare the

few turns, then your oscillator may run at a conductive copper wire for soldering. Coils can be

frequency higher than desired, but if you add too made vertically, but the horizontal method, as

many turns, you can always screw the ferrite bead shown in my completed coil (see Figure 9-10), is

in further to lower the frequency. In other words, a much more convenient when it comes to adjusting

few turns too many is better than a few wrns too the small ferrite bead with a plastic screwdriver as

little when making an adjustable coil. As shown in it will be positioned on the top of your circuit

Figure 9-10, I wound six turns of whatever copper board. For coil tuning, a plastic screwdriver is

wire I had available around a +-bolt. The £-bolt is much better than a metal one as the metal blade

perfect for coil winding as it has the same threads will act as part of the ferrite bead when placed

as the ferrite bead used to tune the coil (also shown close to the coil, so when you think you have the

in the photo). coil tuned perfectly, removing the screwdriver will
The small black ferrite bead commonly used to shift the frequency slightly, which is highly

adjust a coil works by effectively reducing the annoying, to say the least.

number of turns in the coil as you screw it further Besides the coil, which is not at all difficult to

in place. If your circuit wants a fixed coil of four build, you just have to source the transistor, and a

turns, and you thread the bead halfway into a coil few small value capacitors, and if you have any

of six turns, vou will probably end up with the defunct radios or RF appliances to salvage parts

same result, which is why this method is very easy from, you will probably have all you need. The

to experiment with. Ferrite beads can be transistor is really not all that critical, and any

substituted by small metal screws if you are in a NPN transistor with a frequency as high as

pinch, but ferrite beads are so much easier to 100 MHz will probably work. I used a 2N3563

adjust, and can be salvaged from just about any RF transistor taken from a transistor radio, which is

circuit board (unscrew them from metal can well suited for this application, but found that

transformers and chokes). When you are done almost all NPN transistors [ tried gave at least

winding the copper wire around the bolt, simply some RF output. Normally, placement of

117




Project 55—-Ultrasensitive Room Bug

DURACELL

Figure 9-11
volt power source.

The completed FM rransminter with 1.5-

components in RF circuitry can be a bit hairy, but
since this is a low power device with a maximum
frequency of about 120 MHz, I found it to be a
non-issue, and even managed to build the circuit
successfully on my prototyping board, which is
normally a big no-no for RF circuits. If you build
the circuit on a prototyping board then move it to a

project is shown in Figure 9-11 after transferring it
to the perf board then hand wiring the components.

With a 10-inch long antenna wire, T was able to
pick up the transmission inside the house on my
FM radio in the garage. The output was clean and
loud as long as the audio was fed into the
microphone at a distance of no more than a foot or
s0. This transmitter would make a good bug in an
area where the sound was fairly loud or when
placed close to the source, but it did lack in
sensitivity for faint sounds. If you want to feed the
unit directly using an audio source, then remove
the 10 k€2 resistor and the electret microphone and
simply connect the audio source such as an MP3
player or computer directly to the points where the
microphone was once attached. If you want to
continue experimenting with RF bugs, then keep
reading, as I will show you how to pump up this
transmitter to pick up a whisper from 20 feet away.

Project 55——_Uitrasensitive Room Bug

Now that you can build an RF circuit with your
eyes closed using parts from a broken transistor
radio, you may want to dig into the world of
ultrasensitive stealth transmitters. This project is
truly a bug in the fact that it can hear every
whisper in a room, and transmit the signal far
enough to pick up outside the house, or even a few
blocks away with the right combination of
antennas. This greatly improved version of the
transmitter presented in the last project only needs
an extra transistor, a single capacitor, and three
resistors, and can be built right into the existing
transmitter if you lefi a little room on the circuit
board. Both the range and sensitivity will be
increased because the audio output from the
electret microphone (which contains a built-in
preamplifier) is first fed into another transistor

amplifier before feeding the RF stage—this creates
a greatly amplified signal and improved RF
modulation for greater transmission range. The
output power is still low enough for this device to
be considered low power, but in this game we
would rather have longer battery life than range, as
you only need a few hundred feet of distance
between you and the bug in most cases. Even
professional eavesdropping equipment containing
high tech features such as frequency hopping,
digital encryption and burst mode transmission,
only use low power in order to conserve battery
power and extend run time. A real spy knows the
vitlue of sensitive receiving equipment and a high-
gain antenna for best results. Look at the schematic
in Figure 9-12, and you may recognize it as being
the same schematic from the last project with only
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Figure 8-12 The ultrasensitive roont bug schematic.

a few added components. Since the RF stage
already does what we want, all that has been added
is a basic single transistor amplifier to greatly
increase the audio signal before it hits the RF
oscillator. This transistor can be any NPN type, as
it does not have to handle RF frequencies, only
audio frequencies.

If you have already made the transmitter from
Project 54, then all you need to do is remove the
electret microphone and the 10 k<2 resistor in
series with it, and then connect the output of this
preamplifier (the transistor’s collector) to the
1000hm resistor used to connect to the electret
microphone. The audio signal from the electret
microphone will now be so greatly amplified that a
conversation picked up across a room will seem
louder than it did by shouting into the microphone
in the old circuit. In fact, the unit is so sensitive to
any audio source that I was unable to come within
two rooms of the transmitter with the receiving

radio without getting instant feedback, which is
why headphones may be the best way to test the
unit, Unfortunately, I did not plan ahead, and there
Was 1o room on my circuit board for the modified
version, so [ had to build another unit; but practice
is what makes us proficient, right? Figure 9-13
shows my ultrasensitive room bug ready for action,
and even with the extra circuitry, is no larger than
the AAA battery used to power it. You will notice
that this time I left a little room for modifications
on the perf board used to build the circuit.

I only added a 4-inch long antenna, as this
would make the unit smaller, and it still managed
to get a range of at least the distance of the entire
yard when placed inside the house. I built the unit
into several different cases including a marker, a
matchbox, and a fake telephone wall jack, and
each time the unit performed admirably for many
hours off the single 1.5-volt AAA battery. If vou
really want to push the range to the maximum, you
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Project 56—Micro Stealth Transmitter

Figure 8-13  The ultrasensitive room bug ready for
aperation,

can crank up the volfage o 9-volts (T haven't tested
it higher yet). and add a longer antenna, but in
reality, this is probably not necessary as the unit is
designed for close distance stealth operations.
Considering that this unit can be built for a few
pennies using scrap from just about any old circuit
board, it really was a satisfying bit of work, and
has had many hours of useful time in the field. The
sensitivity and transmit range is just as good or
better than many expensive units sold by spy
stores, and the only thing they have on this
workhorse is size, but as usual, [ will be swatting
that bug in the next project.

Project 56—Micro Stealth Transmitter

For a hundred dollars, you can buy yvourself a very
tiny room sensitive FM bug that will run for hours
on a button cell, and easily fit into a pop bottle
lid—impressive! Of course, for about $2, and a
few hours of your time, you can do the same thing
in your Evil Genius laboratory and achieve results
as good or better than the professional units and
gain the respect of your techno spy buddies. 1
liked the performance of the previous ultrasensitive
room bug so much that I decided to see just how
small I could make the unit, and the final result
was a truly impressive $ -inch by 2 -inch by £ -inch
device including the 3-voit battery! The unit could
now fit into a pop bottle lid and had even better
range due to the 3-volt versus 1.5-volt power
source of the original. The circuit is exactly the
same, requires no surface mount components, and
all that is required to build this version is a bit of
patience, and a nice sharp tip on your soldering
irom.

I started by finding a suitable battery to
power the unit that would give me 3 volts, and
have enough power capacity to run the transmitter

for at least four or more hours. I came up with a
very common 3-volt lithium battery with a model
number of CR2450, which is used as a power cell
for CMOS memory and very small low-power
electronic devices, The battery was about the same
diameter of the smallest circuit board I could
possibly make, so the union was perfect. [ cut out
a bit of perf board to approximate the size of the
battery, then played around with the best
placement of all the components until I found an
arrangement that would require only a single
jumper wire, and allow me to simply bend the
leads of all the components to form the actual
traces on the underside of the circuit board.
Figure 9-14 shows all of the parts needed
including the CR2450 battery and tiny circuit
board.

Although there were no surface mount devices,
the close proximity of all the components required
a steady hand and a sharp soldering iron tip. When
I was finished mounting all the electronics, only a
single hole remained on the perf. board. and some
of the leads shared a single hole for convenience.
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Figure 8-I4 Gening ready to miniaturize the witra
sensitive room bug.

Luckily, only a single jumper wire was needed,
and only one component—the power supply
decoupling capacitor—had to be mounted on the
underside of the circuit board. When working with
RF circuitry, you want to avoid using jumper wires
as much as you can, as they act as capacitors,
which may shift your oscillator frequency or cause
erratic results.

The miniaturizing operation took about two
hours, and when complete yielded a very small
working device as shown in Figure 9-15. T had to
retune the coil as usual due to the voltage change
and component relocations, but that required only
a small turn with a plastic screwdriver to end up
transmitting on the unused FM band in my
location at 100 MHz.

The battery is connected to the device by
soldering the wires directly to the battery casing,
being careful not to heat the battery too much. You
could also salvage the battery holder from a dead
computer main board, or create your own using a
bit of stiff wire, which is convenient if you plan on
using the device a lot, or if you want to turn it on
and off. I only solder in a new battery when I need
to use the transmitter, so this method worked well
and allowed for conserving the maximum amount
of space for some very creative mounting and
concealing ideas. My favorite method of

Flgure S-15 A very small circult board using
camponent leads as traces.

Figure 9-16 A very small bug complete with barery
ready for action.

deployment is to install the unit in a plastic pop
bottle cap with some double-sided tape o cover
the opening, then simply stick the unit in place
under a chair or table. When the battery dies, you
can retrieve or replace the unit with another one
without attracting any attention. For distances of
up to 100 feet, a 3-inch bit of wire wrapped around
the outside of the pop bottle cap worked fine as an
antenna. The completed unit including the battery
is shown in Figure 9-16 with a quarter for size
comparison.

With a transmitter of this size and sensitivity,
you really can mount it just about anywhere
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Project 57—Telephone Line Transmitter

without the chance of having it detected. Also,
because it can be built for a few dollars using
commonly available parts, there is no great loss if
vou never get a chance to retrieve the unit, or it is
found and destroyed. 1 have built several of these
great transmitters, and one day when [ have a bit

of free time may make 1t four times smaller
by using surface mount components and a
waich battery or rechargeable mini Ni-MH cell.
In this game, you have to stay on the cutting
edge—smaller is better.

Project 57—%Telephune -_LIFIE Transmitter

Here is a classic device that is not only easy to
build, it also performs flawlessly for an indefinite
amount of time without ever needing a
replacement battery. This transmitter leeches
power from a telephone line, then transmits both
sides of a conversation to a nearby FM radio using
a transmitter working on the same principles as the
ones shown earlier. Because this unit gets its audio
directly from the phone line, no preamplifier stage
is needed, so the component count is extremely
small. Only 13 commonly available

semiconductors are needed. Another nice thing
about this device is that it only needs to connect to
the phone line, not the phone itself, so it can be
placed anywhere that you can gain access (o a
phone line or extension plug for easy concealment.

The schematic for the telephone line transmitter
is shown in Figure 9-17, and you may notice that it
is similar to the other transmitters in this section,
using a single transistor, a coil, and a few resistors
and capacitors. The difference here is that the four
diodes connected to the phone line are directly

Travnsistor = NTE290A/25A933

Figure 8-17  Schematic for the phone line powered transmitter.
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placing the need for any external DC power
supply, so once the unit is installed, it just keeps
on working forever.

In a typical phone line, the audio signal from
both sides of the conversation and the power used
for the electronics in the equipment are fed into the
two wires, so the RF oscillator in the transmitter
circuit is modulated directly by the audio signal
in the phone line. The coil is tuned so that the
transmission falls on an unused portion of the
FM band between 88 and 108 MHz just like the
previous transmitters. Range should extend to the
entire house and possibly 100 feet or so depending
on the length of the antenna wire used. Again, this
device only needs to connect to the two wires in a
the phone line, not the phone itself, so it can be
placed anywhere on the line from the terminal
block to the furthest point on any extension and it
will transmit the conversations from both sides of
any and all phones in use on that line at the same
time. You can place the unit inside a phone by
connecting it to the wires just before they reach
the telephone’s circuit board, or you could place
it right into an extension box like I did in
Figure 9-18. This extension box can be connected
to the phone line as if it were a normal extension
box, or by hooking a male patch cord from its
outlet into a live extension box. As long as those
two live phone wires connect to your circuit, it
will be transmitting.

In a phone line and an extension box, there will
be two pairs of wires, a black and yellow pair, and a
red and green pair. You only need the red and green
pair, as the other wires are not used. Keep this color

Flgure 9-18 The telephone transmirter can be built
inte an extension box.

coding in mind when connecting this device, as this
is the only way it will function, and if the red and
green wires are reversed, the LED will not be lit,
and there will be no power to the transmitter. Also,
this device should not take the phone off the hook,
and if it does, then increase the impedance of
resistor R1 until the extension phone gets a dial tone
back. The unit may take the phone off the hook if
there are too many phone devices on that line,
which creates a high loading on the line, so by
increasing R1 to a higher value, you reduce the
amount of power the transmitter steals from the line.
There will of course be a trade-off for transmission
range if you increase the value of R1 too much.

If for some reason you cannot install an RF
device in the target location, then there may be
another solution using light as a transmission
source, as we will see in the next project.

Project 58—Invisible Light Transrnitter

There are times when an RF transmitter may not
be a viable solution to your audio extraction
operation. Maybe the target is a paranoid spy like

you with a radio scanner or bug sniffer; maybe
there are too many radio stations in the area to find
a good spot on the dial for your bug to transmit;
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Project 58—Invisible Light Transmitter
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Figure 9-19 A sensitive nwo-stage preamplifier directly modulates an infrared LED.

maybe you just want to try something unique and
hard to detect. Well, let’s transmit every whisper in
a room out to a receiver through an open window
using a beam of invisible light instead of an RF
signal. It's quite difficult to detect the presence of
an infrared bug without some specialized
equipment and since these devices are quite rare,
they are often overlooked. Under the right
conditions, you can get some pretty decent range
with one of these devices, sometimes reaching
several hundred feet away.

Have a look at the schematic presented in
Figure 9-19, and you will see that it is a two-stage
audio amplifier that drives an infrared LED rather
than a speaker. The signal from an electret
microphone (which contains a sensitive internal
audio amplifier) is amplified by the first transistor,
which is then fed into the second transistor for
further amplification and to directly modulate the
infrared LED with the audio signal. This unit
works on a similar principal to a typical infrared
remote control, except that the LED is modulated
with sound from the room rather than a series of
encoded pulses. The resulting signal is amplified
so much, that a whisper from the next room causes
enough modulation to drive the LED.

The completed unit is about the same size as a
marker lid, and can be powered for many hours

from a single 9-volt battery. Because this unit
requires a direct or reflected line of sight to the
receiver, the LED should be aimed through a
window to the general direction of the receiver, or
reflected off a light-colored wall or object that can
be seen from the location of the receiver. White
surfaces are very good at reflecting infrared, and
you can test this by aiming your remote control at
the wall behind you rather than directly at the
television. For a longer range, you will want to
choose an infrared LED with a very narrow beam,
and as much output power (brightness) as possible,
and this can be further increased by the placement
of a focusing lens in front of the beam. The
completed unit is shown in Figure 9-20, running
from its Y-volt battery source. If you do not yet
have the receiver unit, you can verify the output of
this unit by blowing into the microphone while
you view the infrared light through the viewfinder
of a camcorder or by viewing a security camera’s
live video feed, since cameras can see infrared
light.

The modulated infrared beam of light is received
by a phototransistor based demodulation circuit
aimed in the general direction of the transmitter,
either directly through a window, or through a pair
of binoculars or telescope aimed at the target area.
This light receiver is nothing more than a
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The ability to transmit a video signal to a remote
location is very important in covert operations,
especially when either your window of opportunity
for installation is narrow, or in places where
wiring would be hard or impossible to instail.
Many so-called “high-tech spy stores” offer audio
video transmitters that claim to have amazing
ranges and rock solid stability at a price tag that
only a government agency could afford. 1 had the
opportunity to dismantle several of these expensive
transmitters, and all but one of them contained
nothing more than an inexpensive OEM transmitter
module. Yes, even the one used by law
enforcement that cost several hundred dollars or
more! These OEM transmitter modules are small
silver boxes manufactured for direct installation
into manufacturers’ equipment such as video
senders, cordless phones, radio equipment and
computer networking. Many of these units simply
require a power supply, and they can be directly
fed with a standard audio and video signal for
reception by using an inexpensive receiver tuned to
the appropriate frequency. In one case, after
dismantling one of these “ultimate law
enforcement video transmitters,” I was able to read
the manufacturer’s number from the transmitter
module using a microscope, even though the
genius that was selling the device tried to scratch
it off using sandpaper, and [ then traced it to the
manufacturer to get a full datasheet. From there I
was able to determine that the same transmitter
module installed in this $500 unit was available at
the local big box store in the form of a $30 video
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Video Transmitters

Project 58—Hacking a Video Sender

sender, and it even came with the receiver! Let’s
dig right in and see how easy it is to extract the
module from a video sender for use in your own
spy gadget projects.

First, you will need to buy a video sender kit
which will consist of two black boxes—a receiver
and a transmitter designed to send the video signal
from your video player to a remote television set
up to several hundred feet away. What's nice about
these units is that they work very well up to a few
hundred feet with rock solid transmission; the
disadvantage is that they are big bulky boxes that
can be hard to conceal. A typical video sender pair
is shown in Figure 10-1; one unit is the transmitter,
and one unit is the receiver.

Next, you will open the transmitter unit and
remove the circuit board. Do not mess with the
receiver, as it already does what you want, and size
is not really a concern. The first thing you will
notice is that there will be a silver box with several
pins soldered directly to the circuit board. This is
the actual transmitter unit, and it does not need any
of the other circuitry to function. The other
circuitry may include a modulator to mix the two
audio signals, a power regulator, and some other
signal conditioning circuitry to enhance the video.
I have taken these units apart and successfully
made the transmitter module function with only a
video source and a battery.

Identify the transmitter module, then unsolder
the pins that connect it to the circuit board, making
note of any pinout markings or manufacturer’s
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Project 5989—Hacking a Video Sender

Figure 10-1 A video sender pair for transmitting a video signal around the house,

Figure 10-2  The video transmitter is the square box mounted to the circuit board,

numbers either on the case or on the space that
once held the transmitter. You will want to search
for a manufacturer’s data sheet in order to figure
out how to wire up the module, or you may get
lucky and have them labeled on the circuit board
or casing of the actual transmitter.

As shown in Figure 10-2, the transmitter module
is the obvious square box mounted to the circuit
board. In this photo I have pulled the lid off the
transmitter so you can see that it is a very well
made device consisting of surface mounted RF
COmponents.

After removing the transmitter module, 1
searched the Internet by entering the string of

numbers printed on the sticker and eventually
found the manufacturer’s datasheet. Then, 1
determined that the module would accept
8—12-volts DC on pin 2, and a standard NTSC
video source. The unit could transmit audio as
well, but I was only interested in the video signal,
so 1 did not connect those pins. To test the unit,
soldered a 9-volt battery clip to the power input
and ground pin, then soldered the video output and
ground wire from my small spy camera to the
appropriate pins, and connected the receiver to the
monitor. The other few pins were used to switch
between the four available transmit channels, so [
left them as is, setting the unit to the default
channel. I also removed the bulky directional
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uses once reduced to its minimal working
components,

This small transmitter can now be mounted
into a much smaller space, and offers the same
performance as its original configuration. The sad
thing about all of this is that many of these so-called
“spy stores” simply purchase video senders in bulk,
remove the modules, then label them as high tech
spy transmitters at a premium price. In fact, with a
little research, you could track down the original
manufacturer, and probably buy them directly for

Figure 10-3  The hacked video sender is reduced to next to nothing, or have a few free samples sent to
its bare essentials. you for testing. These modules are available in
900 MHz, 1.2 GHz, 2.4 GHz and the new 5 GHz
antenna that came with the unit and replaced it band, and range in size from three inches square
with a 4-inch length of hookup wire. As soon as to less than an inch square, Of course not all spy
the monitor came on, the color video was received stores are owned and operated by amateurs out to
with perfect stability, just is it was when the unit make a quick buck, and some of the micro sized
was functioning as a video sender. Figure 10-3 transmitters are truly works of art, so I will show
shows how little space the hacked video sender you some of the ones [ use in the next section.

Project 60—Micro Spy Transmitters
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Purchasing a micro spy transmitter from a spy ball with no circuit board, then drop a wad of
store can by a tricky game that sometimes requires epoxy on it and sell it as the world’s smallest

you to do more research on the company you 150 mW spy transmitter, but in reality, its

intend to purchase from than the actual target of performance will be sketchy at a distance greater
your intended investigation. Out of the 50 or more than 10 feet at best. If you plan on dropping more
spy stores I have in my list that offer micro sized than $50 on a transmitter, then you should expect
transmitters, I would have to say that at least 30 of quality, and stability at its rated range, although
them advertise claims that the transmitters they sell this number is usually inflated a great deal.

have amaring extended range and performance. I have a large collection of video transmitters

You can usually identify these online shops by from various sources, so I will show you four
their claims of selling to government agencies and of the ones 1 consider decent enough for actual
law enforcement, or their wondrous claims of surveillance work, detailing their range, stability,
having the “world’s smallest™ transmitter or cost and size.

camera. It seems like everyone has the world's Take a look at some of my transmitter collection
smallest transmitter these days! T can also build a in Figure 10-4. All of them are considered low

video transmitter from a single transistor, three
resistors, a coil and two capacitors, solder it in a

power (less than half a watt), and each operates on
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Project 60—Micro Spy Transmitters

Flaure 10-4  Various micro transmitiers each operate on a different frequency.

a different frequency. A small spy camera and a
9-volt battery are shown for size comparison.

Transmitter (A) is actually an OEM audio video
transmitter removed from a department store
900 MHz video sender. This unit has rock solid
stability, audio video inputs, and runs from a 9-volt
battery, but can run from a DC power source as
low as 5-volts. The video sender was on sale for
$29.95, included a decent quality plug and play
receiver unit, and a full data sheet was easily found
by entering the manufacturer’s number into an
Internet search engine. [ have also seen this
EXACT module for sale on at least 10 so-called
“spy store” websites ranging in price from $89.95
to over $5200.00, and it did not even include the
receiver! Like I said earlier, “buyer beware.”

Transmitter (B) was custom manufactured in
1990 by a well-known Internet spy camera
supplier, and it transmits at 434 MHz so the image
can be directly received by a television tuned to
channel 59, eliminating the need for a receiver
unit. At the time, there were not many players in
the spy transmitter business. so this one was a bit
pricey at 5250; however, at the time it was
considered to be very small. All of the transistors
and the SAW oscillator had the numbers scraped
off, but it was easy to reverse engineer the unit by
applying some fingerprint dust to the faces of the
components and read their numbers under a

microscope. The unit is actually very well built,
and does transmit at the rated range, although
stability becomes a problem as the battery
weakens and if there are any temperature changes
in the room. If this unit were for sale today, |
would expect it to be half the size, include audio
(this one does not) and sell for under $100.
Another thing to know about 434 MHz operation
is that you are required to have a HAM radio
operator’s license in many states, provinces and
countries, although many spy stores don’t inform
buyers that specific licenses may be required

for certain transmitter frequencies. Check

with your local, state/provincial and federal
regulators before buying any kind of transmitter
equipment.

Transmitter (C) is a truly beautiful bit of artwork
measuring only a half inch squared, yet includes a
rock solid video transmitter, and an audio channel
for reception at 1.2 GHz. This unit will run from as
little as 4.5 volts, and has no problem right up to
Y-volts (T did not test it higher). This unit was
taken from the inside of a very small video camera
that was part of a wireless video kit (including the
receiver) sold on several online stores for only
$59.95. Without a doubt, this is by far my favorite
transmitter due to its size and great performance,
and the quality of work is truly inspiring when
viewed under a microscope. The unfortunate thing
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Flgure 10-5 A nypical wireless video receiver supplied
with many transmitier sets.

is that spy store amateurs have also found this unit,
and are selling it for well over a hundred dollars
without a receiver, claiming it is their own design.
1 had the opportunity to cut the shrink-wrap off
one of these units, and yes, it was the exact same
circuit board. Yikes!

Transmitter (D)) is another custom job from the
same place that made transmitter (B), and itis a
well-made unit transmitting audio and video in the
2.4 GHz band. This unit works very well, runs

from a power source ranging from 9-12-volts DC,

and does not drift over time or from heat variances.

This unit does not have all the numbers scraped
from the components in a futile yet hilarious
attempt to stop me from reverse engineering if,
and would be easy to repair if necessary. This
transmitter cost under 3100, but did not include a
receiver, although any receiver from a 2.4 GHz
video sender kit would work. This transmitter
was worth the money.

Unless your transmitter can be directly received
by a television set, you are going to need a
receiver, which is sometimes called a “down
converter,” although it really is not. This small box
will allow you to plug a patch cable from the audio
and video output connector directly into a standard
video monitor, VCR, or television that has a
composite input. Most of the receivers will have a
four channel selector switch, or a tuning dial (great
feature) such as the one shown in Figure 10-5
which came from a wireless camera kit I reverse
engineered to extract the very small transmitter (C)
shown previously in Figure 10-4.

Well, I hope that sheds a little light on the world
of “spy stores” and their claims of “super range,”
and “world’s smallest” everything. Like all
products, you must do your homework, learn the
technology, and look for opinions on chat boards
before you open your wallet or give out your credit
card number, Of course, you could always build
your own low-power transmitter. It's really not as
difficult as you might think, and I will show you
how in this section,

Project 61—Simple TV Transmitter

Are you wary about sending money or your credit
card number to an online “spy store” to buy a
small video transmitter? Well, you should be! As I
stated earlier in this section, “buyer beware.” Yes,

you can tell that I don’t particularly approve of
those operations that claim to sell the world’s
smallest, best quality, high-tech spy devices,
exactly like the ones used by real undercover

131

zo33TWsueI] AL °Tdwris—T19 309loxg



























Video Transmitter

67—Kamikaze
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Figure 10-18
mawnted behingd the wall clock,

The camera, transmitter and battery

run time, then a six or eight AA battery pack
should easily fit behind the clock and increase your
run time to several days as compared to several
hours for a typical 9-volt battery. The camera lens
hole should be drilled in a place that does not draw
attention such as just above a number, or between
words in a logo. If this is not possible then drill the
hole wherever you can, then simply find a produect
label or sticker from something else to help mask
the hole; use your imagination here. You will also
want to keep the camera hole away from the clock
hands if possible, especially the hour hand, or you

Figure 10-19  The covert spy clock camera transmitter

will have a blank spot on your video screen lasting
more than an hour twice a day. In my installation, [
could not avoid the minute hand, due to the shape
of the clock, but this rarely became an issue, and
only lasted for a few minutes. If you really want to
deal with this problem, just place the camera as
low as possible, and cut down both the hour hand
and minute hands so they never cover the lens
hole. My working unit is shown in Figure 10-19.

A few things to note when making this project
are—the angle of the camera should aim slightly
downward, or you may not see the lower part of
the room, and you must be careful of reflections on
the glass or plastic clock face, although normally
you can just remove it if it becomes a real
problem.

Project 67—Kamikaze Video Transmitter

There may come a time when you do not have
access (o the area to be monitored, yet it is
imperative that you get a camera installed even
though you may never see it again. I like to call
this a Kamikaze mission, as your camera may
never come home alive, even if it does survive the

brutal flight to the target location. This procedure
works equally as well for audio bugs as for camera
transmitters, and usually gets the job done. The
idea is to hurl the transmitting device into the
targel area from a safe distance, hoping it lands in
such a position that allows you to acquire whatever
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Sgure 10-20 A very small video transmitter; camera
= a powerful battery pack.

mformation you seek before it ends up in the
Sands of the enemy, or his hungry guard dog.
Kamikaze transmitters can be deployed as fake
rocks, suction cup arrows for glass surfaces,
disguised as pop cans or trash, or just about any
object that will either survive the flight, or blend in
as much as possible with the target area, My
favorite Kamikaze deployment of a video camera
and transmitter is the lawn dart cam, as this unit
almost always works to some degree. No matter
what your deployment method, the more compact
and rugged the component housing the better, as
things may get ugly and hostile on the ground. In
my lawn dart Kamikaze transmitter, 1 filled a small
plastic container with a very small video camera
and transmitter, and a powerful battery pack from a
remote controlled aircraft that would run the unit
for well over four hours. The components are
shown in Figure 10-20 before installation into the
plastic container,

I drilled an appropriately sized hole in the plastic
case, and then the camera was installed so that it
would face slightly upwards, expecting that the
dart would land vertically in the ground. The two
battery wires were also placed through a small
hole in the casing so that power could be turned on
by twisting the wires together just before launch
time, and the unit could be recharged for another

Figure 10-21
complete with battery pacic

A verv small video transmitter unis,

use in the unlikely chance that I might be able to
retrieve it. Once the components were installed
into the plastic case, a copious amount of hot glue
was poured in the case to seal the works and create
a great deal of shock resistance in case of a rough
landing or collision along the way. The completed
camera transmitter is shown in Figure 10-21, just
before the hot glue was poured into the case to seal
and shock proof everything.

Before launching the Kamikaze transmitter on
what may be its final journey, I took a few practice
runs in order to perfect my throwing technique.
Because the camera should face a certain general
direction, I had to throw the lawn dart in a
controlled manner just like a real dart so that it
would land facing the same direction that 1 was
originally holding it. Because of the wings, this
was usually not a problem, and the dart would
usually end up within a few degrees of the
intended angle. The camera also had a fairly wide
field of view, so there was a generous margin of
error (o be had. So how did the mission work, you
ask? Perfectly, of course! As you know, Evil
Geniuses do not include failure as an option!
Figure 10-22 shows the camera transmitter unit
mounted to the launch vehicle stuck in the ground
and sending back video. Goodbye old friend, you
served your purpose well.
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67T—Kamikaze Video Transmitter

Project

Figure 10-22 A Kamikaze laown dart video transniitter in action.

Well, I hope you never have to launch a
Kamikaze transmitter, as it is a sad sight to see
such a beautiful covert spy device meet its
untimely demise in the hands of the “enemy,” but
sometimes you have to make a few sacrifices to
achieve your mission objectives. One good feature
about this type of transmitter is that you will never
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be put in the line of fire, and without wires, there :
is a slim chance that the unit will be traced back to

your location. Happy launching! 3
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Computers and the Internet are so common in the

- some and at the workplace that you might wonder
Bow we all got by without them. Of course, when
wou are able to instantly ask your favorite search
engine 1o retrieve information on any subject
possible, you are connected to an overwhelming
amount of information—the good, the bad and the
uzly. The office Personal Computer (PC) can bring
4 level of unlimited efficiency to your business, but
it can also entice employees into a world of
unproductive play time, or cause the office
network to be vulnerable to attacks by hackers,
saboteurs or the company’s competitors. Similarly,
the home PC is in the same boat. The Internet is an
open door to the world for anyone brave enough to
venture out, and although there is an abundant
wealth of great information, there is also a world
of lies, deception, and material not appropriate for
children, or even some adults. Of course, like any
powerful tool, the Internel can be used for good or
bad, and sometimes it may be in your best interest
to find out what a certain computer has been used
for, if not for your sake, then for someone else’s.

Because of the way Internet enabled operating
systems like Microsoft Windows work with files
and information on your computer, it is sometimes
very easy to find out where a person has been on
the Internet, or what they may have been looking
at. To make web pages appear to load faster,
certain parts of the page may be “cached” (stored),
this way the web browser does not have to load the
entire page every time you visit. This is a good
feature for browsing efficiency and speed, but it’s
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Pruiect 68—Where Have You Been Today?

also a bad feature for computer users who wish to
keep their tracks covered,

Sure, most users know the basics of deleting
these types of temporary files, such as clearing
their cache and “cookies,” and even their recently
viewed file list (history), but that is just the tip of
the data iceberg. With only a little digging on a
computer hard drive, it may surprise you how
much incriminating evidence can be left behind.

Windows Operating
Environments

Let’s start with the obvious basics using Microsoft
Windows XP, and Internet Explorer, currently the
mast commonly used operating system and
Internet browser. The Internet cache is by far the
best road map of recent activity, and many new
users may not even be aware that they delete this
with only a few mouse clicks.

Open the Internet Explorer program. click on the
“Tools™ menu near the top of the window, then
select “Internet Options.” You will now be
presented with a dialog box that will contain a
button labeled “Settings” in a frame labeled
“Temporary Internet Files.” Click on it. Another
box will appear that allows the user to control the
behavior of the Internet caching, along with the
ability to turn off caching, move the location of the
cached files, or look at the files. Choose “View
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Figure 11-1

Files,” and a window containing the currently
logged on user’s Internet cache will appear.

Now, you may find a whole lot of interesting
information right before your eyes, but let’s get
into the cache a little deeper before starting to dig.
In the “Address” bar, select the entire line of text
containing the folder location of the Internet cache
with your mouse. This will read something like
“C:ADocuments and Settings\nser\Local
Settings\Temporary Internet Files.” When this
entire line is highlighted, right click on it and
select “copy™ to copy the address to the clipboard.
Next, close this window completely and select
“Start” from the bottom left of your screen, then
choose “run.” When the run box prompts you for a
name of program to open, make sure that there is
nothing typed in the white box then paste in your
copied address by right clicking in the empty white
area and selecting “paste.” Once your cached file
location has appeared in the box, select “OK" or
just hit enter and a new window will open
containing all of the user’s Internet cache,
including many files that were not visible the first
time—Figure 11-1.
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Viewing the current computer user's Internet cache.

As you can see, there are a number of different
file types of varying sizes, and depending on how
the Internet cache is set up, the list could be very
long, containing hundreds of files. To get a general
idea of the user's browsing habits, simply scroll
through the list by dragging the scroll bar, making
notes of the general names of the files as they
scroll by. If you see a great deal of file names with
dubious names, then it will be obvious what has
been going on, but let’s take it one step further.

Click on the bar labeled “size™ just under the
address, and this will organize the cache by the
size of each file. If you click it again, it will
reverse the order from largest to smallest and vice
versa, For now, we want to look at the largest files
first. The largest files are normally multimedia
files containing photos or video, and this evidence
can be very incriminating as there will be little
question as to what the user has been up to. If you
simply double click on one of the larger files with
a known extension such as .jpg, or .gif, then it will
open in your photo viewer for examination—be
ready for a possible surprise, you just never know
what the contents might be.
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Onece you are done Rnnnpiﬁgﬁthmugh'a few
Bundred photos, click on the bar labeled “type” to
rzorganize the Internet cache files by their file

- type. Now you can see what web pages the user
has been visiting by scrolling down to the list of
diles organized by the type “HTML document.”

It may not be a good idea to double click these, as
it will launch the Web Browser and visit the site,
possibly opening the same can of worms the target
user did. The file name may be more than you
meed for evidence,

Amnother interesting file type is the “text
document” with the word “Cookie:™ in front of it.
= cookie is a bit of information saved to your
computer from a website that could contain
smportant information regarding the user and their
browsing habits. Besides the obvious name, a cookie
may contain web addresses, visit times, password
information, nicknames, or even chat dialogs. You
can safely double click on a cookie to view its text
m notepad, as it 1s just a file containing plain text.

If time is not on your side, you may want to look
through the user’s cache at another time or on a
different computer altogether. This can be done by
simply selecting the files in the window and
copying them entirely or selectively to another
location on the computer, a network or removable
storage device. Because this information may
change quickly, and only a certain amount of
storage has been set aside for machine, it may be
mmportant to copy the files before the user gets
back on the computer.

Now that vou've leamed a basic method for
snooping on a computer user’s Internet habits, let’s
2o deeper into the file system where only a true
nerd would venture.

Unlocking Hidden Files
and Folders

Modern operating systems such as Microsoft
Windows allow multiple users to log on to the

system and maintain thelr oW Selings Such a5
personal documents. desktop preferences, Internet
favorites, and email. These settings allow computer
users to feel like they can customize some
computer functions to suit their individual
preferences.

To get started, log on to the computer with
whatever account lets you get to a Windows
desktop. If you do not have an account, just press
the F8 key right after the manufacturer’s logo
(before Windows starts) to trigger the startup
menu. From this menu, select “Safe Mode,” and
then choose the Administrator account. Often, this
account is left wide open with no password, so you
can essentially have “God Mode” control over the
entire system, even if you do not know the
passwords for “Little Billy”, “Molly Grrrl.” or
“Daddy-43."

It really doesn’t matter how you get to a
desktop, but it is always best to snoop with
another account than that of the target, as they
may see your recently viewed file list just as you
will be looking at theirs.

When the desktop appears, open the root of the
hard disk be entering “C:\" in the Start—Run box,
or by clicking on “My Computer.”” From that
window choose “Tools” and “Folder Options” to
bring up the Folder Options window. Now click on
the “View" tab, and scroll down until you find the
selection labeled “Show hidden files and folders.”
Check it to on by selecting the check box or circle
(see Figure 11-2). Now look a little further down
to find the selection labeled “Hide protected
operating system files” (see Figure 11-2), and
mike sure it is not selected by unchecking the box
(you may get a warning from Windows). Now you
can choose “apply” and close the dialog box. You
will now have access to files and lolders that you
never knew were even there, including the Internet
cache, private documents, and personal email of
every user on the computer.

Let’s go for a tour through all the files that you
normally do not see. The first thing you might
have noticed after closing the recently updated
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Figure 11-2  Sewting the folder view to show all hidden
Jiles.

folder view box is the addition of a few new files
in the “C:\" window—these are system files. and
you could cause a world of hurt for your computer
by deleting or moving them, and this is the reason
they were hidden in the first place. Operating
system files are not of interest right now, so look
for a folder called “Documents and Settings” then
double click it open.

Just Tlike magic, a list of folders will appear with
all the names you may recognize—for “Little Billy,”
“Molly Grrrl.” “Daddy-43,” and even a few others
like your username, if you have one, and
“Administrator.” Double click on your target’s
username to open their secret world. What you
have before you is a list of file names that contains
all of that user’s personal and once thought secret
information, without ever needing their password.

Some of the folder names are obvious, such as
“My Documents™ and “Favorites,” and although

you miay ave thie Time OT your e browsig
through those files alone, there is an entire world
of information hidden even deeper inside a few of
those other folders.

One folder of interest is “Local Settings,” as this
will contain all of the temp files including those
from Internet Explorer. A lot more information will
be present than looking at the files from Explorer.
including files the user once thought were long
gone and cleared away. Inside this folder. you will
find another called “Application Data,” and this
will contain much of the data associated with a
particular program such as Microsoft Outlook
Express and certain chat programs. One folder
of great interest will follow a path from here
(“Application Data”™), something like this . ..
“\Identities\{3139 1 EF3-B3AC-4F12-94D8-
DC2DA45E9526 |\Microsoft\Outlook Express.”
The long string of cryptic characters will contain
an Outlook Express user profile, and the last folder
will contain all of that user’s email in the file
format “Inbox.dbx,” “Sent Items.dbx.” “Deleted
Items.dbx.” etc. Although you can’t just double
click on the dbx files to view the user’s mail, you
can save them to another location [or later viewing
either by creating another mail profile and
dumping the files to it, or by looking for a viewer
program by entering “dbx viewer” into your
favorite search engine. You will notice that some of
the dbx files my be extremely large, especially if
the user is not in the habit of deleting sent email or
emptying the “Deleted Items” folder. This is good
for you. If the user does not use Outlook Express,
you will have to do a little digging for the mail
folder, but with the computer set to show you all
files. it is only a matter of hunting for a while.

Once you are done sneaking your way with the
entire file system, make sure to set the folder view
options back the way they were (“Do not show
hidden files and folders™), especially if. you are
using an account that is not yours. You wouldn’t
want to become the “target,” or accidentally delete
a vital Windows system [ile.
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Modern computers typically store data on an internal
or external hard disk drive, This disk drive can
contain a vast array of information ranging from
simple text to full motion video, as well as the
computer's operating system and all of the software
mstalled on that system. Hard disk drives are
mechanical storage systems that write information to
4 magnetic platter spinning past an electromagnetic
read/write head. Although the actual information
stored on a hard disk is nothing more than a series of
magnetized or non-magnetized sections of the

- platter, the density of these “ones™ and “zeros”™ are
such that hundreds of millions of bytes of
mnformation can be stored in only a few inches of
space. A common 3.5-inch platter in a consumer
srade hard disk drive, such as the one shown in
Figure 11-3, can easily store 500 gigabytes of
mformation. This is 500,000 megabytes of
mformation, or roughly 500,000,000,000 characters
of text, enough to keep any spy busy for a long time.

Files are written to a hard disk like chapters in a
Book: first there is an entry in the “File Allocation

: Sigure 1-3 A npical 3.5-inch hard disk drive platter.

Table.” Think of this as the Table of Contents in a
book, then the actual data are written to the hard
disk at some location dependent on free space.
When you delete a file under your operating
system, only the entry in the file allocation table is
removed, leaving the actual data on the hard disk
for possible recovery. This simplified explanation
of how files are written to your hard disk has
nothing to do with the Windows “Recyele Bin,”
which is a function of the operating system itself,
and it really needs no explanation because it is a
user function.

File Recovery

A file recovery program analyzes the entire
structure of your hard disk, looking for data on
your computer that does not have an entry in the
File Allocation Tables, and when it is done reading
the entire disk, it will let you select which files are
to be resurrected. This process is fairly
straightforward, but it does have a few downfalls.
First, once a file is deleted from the File Allocation
Table, your operating system will consider the
space the actual file takes up on your hard disk to
be “fair game” for overwriting with new data. If
your hard disk becomes full, then that space will
most certainly be overwritten with new data, so
recovery in full will be impossible. If you are
trying to recover recently lost or deleted files, the
sooner you run the recovery utility, the better,
Also, the actual process of installing the recovery
utility on a hard disk reduces the chance of a
successful recovery, as the software itself will
require space on your hard disk. A way around this
is to remove the hard disk to analyze and install it
as a secondary drive in a PC with the recovery
utility already installed.
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Figure 11-4  Selecting deleted files for recovery.

There are many file and drive recovery programs
available, some are even freeware, so [ will leave it
up to you to choose your product. I use a program
called “Easy Recovery Professional” from a
company called Ontrack (www.ontrack.com).
When you first run the program, it will ask you to
select a hard disk to analyze (if you have multiple
drives), and then it will read the entire disk looking
for lost files. If you have a slower computer, or
humongous hard disk space, this could take several
minutes. Once the utility has scanned the entire
drive for lost files, you will then be asked to select
the files for recovery (see Figure 11-4). Most
likely, the utility will require you to select a
destination drive different from the source, as it
would be impossible to write the recovered files to
the same drive without further data loss—a
network drive, or removable drive will be suitable
if your computer has only a single hard disk.

Check the fles you wish to recover, select Next 1o proceed to the Destination Selection screen. Select Back 1o return to
the Partition Selection screen. Sslect Cancelto exit the tool. o R

10 Bytes 10 files tagged 189,16 KB in 10 files show

pomnoneno oD

If the operation is successful, you will be able 1o
use the files as if they were never deleted, but keep
in mind that successful recovery is not always
possible as many variables can make a file
unusable, If any portion of a file has been
overwritien, the recovery program may not be a
way of doing this, especially if the file is large, as
in the case of a video file or high-resolution photo.
Depending on the format of the file, even a small
amount of corruption could render the file useless,
and you will now need to find an appropriate
repair utility for that file format. Also, if the user
ran a file-wiping utility, the file may be totally
blank or filled with random garbage, and you will
be recovering nothing more than the file name
itself, Sure signs of this are image files that come
up invalid and blank text files. If your file recovery
software comes up short, there are not many
options left to the amateur spy as full-blown
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nsic data recovery tools are way beyond the take a beginner a few hours of searching the i
scape of this book. Internet to find a way into whatever door they feel H
like opening. Pop open your favorite search engine
(Google at this time for me), and type in the phrase
“email hacking.” or “evidence elimination,” and

This information was written in the year 2003,
and. as we know, computer technology makes
“advances in leaps and bounds, so you may be
:h.lgh]ng at my little 500 gigabyte hard disk, and you will see the same information, tools, and
semembering the good old days of Windows XP. tutorials that I am seeing right now, no matter what
But one thing will always be true, no operating year it may be, or what operating system may be
system is safe from prying eyes, and it will only current.

0
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Project 70—Installing a Software KE_g Logger

“There are no questionable files on my kid’s values that represent each key on a keyboard. Scan
computer”"—time to wake up and face the facts codes are not like ASCII values (values that

that they just may know more about technology represent characters), as there is no scan code for
than you do! OK, maybe it’s not that bad, but if the dollar sign for example. It is a set of several
vou do an Internet search for “internet evidence scan codes representing first the shift key press
elimination,” you will see that this is a lucrative ($12), then the number 4 key press (525), then the
market with many, many players, so others are number 4 key release ($F0,%12), followed by the
trying to stay ahead of “spies” like us. If computer shift key release ($12,$F0). This may seem a bit
users are wiping their cache and free hard disk ugly, but to get at the keyboard in a way that does
space, then you must go one step further—activity not affect the operating system, the key logger
logging. must work at the BIOS level.

Mature and highly functional key logger software
may pad the user from some of this raw nerd jargon

. by creating a log file that shows the keyboard data
What is a =] ElftLlJal'E KEEI in a more readable fashion by interpreting the shift

o7 Xoy oaxemi3zos ® DHBurtTIrTEIsSUI-QL 3IFI°O°

LDQQET? characters, and extended keys as actual text as it

was shown to the user. This may or may not be a
A software key logger in its most basic form good thing depending on how much information
simply intercepts the traffic from the keyboard and you need, A feature rich key logger may eventime )
saves it to a text file before it is even processed by stamp certain events such as the launch of software, g
the operating system. This way, every single of important Internet events. The one feature thatis (D
keystroke is logged, and although it may be ugly to always a must when installing software based key H
look at, nothing will be missed including logger though, is its stealth ability. There is no
passwords that were blanked out on the user’s point installing a key logging program on-all the
screen. A key logger that connects to a keyboard office PCs that show up in the start menu as “My
like this will have to make sense out of the Office Key Logger Pro” or something similar. In
keyboard’s scan codes. These are the hexadecimal fact, a good key logger should have no traces of
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Project 71—Build a High-Tech Hardware Key Logger

itself on the target system, even if the user presses
Cirl +Alt +Delete to look at the Task Manager.
The key logger should also hide and encrypt its log
files so that savvy computer users can't find the
working files or folders. A typical key logging
software will install, hide its working files and
folders completely, or disguise them in a way that
will thwart detection. It will then allow the
administrator to create a secret password or key
sequence that must be entered in order to return
from “stealth” mode and then allow the viewing of
the log files. If the software can be detected when
it is logging activity, then it will not fool anyone
except for the most absolute beginner, and you will
never catch the user in the act. There are hundreds
of freeware and commercial key loggers available,
and the best way to find quality software is to do a
little research on the Internet. Don't just read all of
the rave reviews on the company’s website,
though. Try to find a security forum or blog that

does not have its hands in the pockets of the
programmers to get some honest information.
Also, don’t go overboard on all the bells and
whistles, as unnecessary features will only slow
down the PC, or worse, cause it to crash.

If you have a knack for programming, then you
may consider writing your own software key
logger, as this will allow you 1o have only the
features you want and help avoid detection by
countermeasures software designed to seek oult
known key logger programs. A very powerful and
stealthy key logger can be written in a very small
block of code even on Microsoft Visual
Basic.NET. Just search your favorite search engine

for “Key logger source code.” I wrote a key logger

in VB.NET in under an hour by looking at
example source code from the Internet, and it was
virtually undetectable while running in the
background.

Project 71—Build a High-Tech Hardware Key Logger

What is a Hardware
Key Logger?
A hardware key logger is the ultimate spy

device for a computer. [t leeches the keystrokes
directly from the keyboard even before the

computer has started booting its operating system.

Because this stealthy device basically “'taps” the
raw keyboard protocol before it gets to the
computer, it is completely undetectable by any
software or user no matier how much they know
about the working of the operating system. There
are many advantages of the hardware key logger
approach:

e The key logger catches all passwords,
including those at the BIOS.

e The key logger will work on any operating
system and computer.

o There is no software or drivers to install on
the target computer.

e Installation and removal takes only 10 seconds.

e The log files can be viewed later on another
computer,

This key logger can do all this because it
works directly with the keyboard, not the
operating system. In fact, if the device were
supplied with its own power supply rather than
leeching it from the rarget computer, then it
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d work with only a keyboard attached

no computer at all, The hardware key

er (known as HKL from now on) is

ntially a micro-sized computer complete
with its very own operating system, RAM,

and user interface, and it is no bigger than a
pen lid. The hardware that makes up the

HKL is actually quite simple: a microcontroller
running the keyboard decoding and software; an
EPROM to store the user’s keystrokes; and a
switch to turn off the keyboard when playing
keystrokes back to the computer. In “spy mode,”
the HKL intercepts every keystroke by treading
the PC keyboard's clock and data lines,
essentially decoding the information the same
way that the computer’s BIOS would. The
keystrokes are then stored as a single byte into
the EEPROM by the microcontroller’s program.
When a secret password is keyed in through the
keyboard, the program “wakes up,” switches
off the computer keyboard, and then begins

to playback all of the keystrokes stored in

the EEPROM. This might seem like a fairly
technical project to undertake, but in reality, the
hardware costs less than $10 in parts, and the
microcontroller’s program is so simple that it is
written in a portable basic format than can be
ported to just about any microcontroller.

You could purchase a HKL from a variety of
sources, at $200 or more, but why not dig right
in and learn to build your own—the ability to
make your own spy gadgets will set you apart
from the competition.
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To build the HKL, you will need some type of
programmer for whatever microcontroller you decide (¥
to use. At the time of writing this book, the PicMicro
16628 series was by far the most popular (8 ¢
microcontroller for hobbyists due to its low cost and E

W-5  Data sent from the kevboard to the PC is an 11-bir frame,

ease of programming. Of course, any microcontroller
with at least five I/O pins will work including the
Parallax SX series, Basic stamp, or the Atmel AVR
series of microcontrollers. The code itself is
presented here in PicBasic format, but could be
ported to any other language, including assembler,

in minutes, as it is very simple. [ have also tested

this code in SX-Wiz, a nice basic compiler for the
Parallax 5X series microcontroller that can be
downloaded as a trial version from Www.sxwiz.com.

Before we dig right into the hardware and code,
let’s have a look at how the PC keyboard talks to
the computer. As shown in Figure 11-5, there are
two digital signals of interest, a clock and a data
signal. To send information to the PC, the
keyboard first checks both the clock and data line
to make sure they are both high. The keyboard will
not send to the PC if either line is low because this
means that another device is sending data to or
from the PC. Once both the clock and data lines
are high (idle state), the keyboard then begins
generating a clock and data signal like the one
shown in Figure 11-5.
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Project 71-Build a High-Tech Hardware Key Logger

Figure 1-6  Pin assignments for the twe commeon PC kevboard connectors.

The data from the keyboard is an 11-bit frame
shifted into the PC on the falling edge of the clock
signal. The 11-bit frame consists of a start bit,
which is always a zero (low data line), followed by
8 bits of information representing a scan code for
whatever key has been pressed. The 8 bits of
information are clocked in to the PC on the falling
edge of each clock pulse starting with the least
significant bit first (LSB). Once all 8 bits of
information are shifted out of the keyboard, an odd
parity bit is sent for error checking followed by a
single stop bit, which is always a one (high data
line}. The code running on the HKL's
microcontroller will simply wait for the clock to
change from the idle state, and then read in the
next 8 bits to retrieve the scan code sent from the
keyboard. This data will then be stored into the
EEPROM for later playback. The parity bit and
stop bit are essentially ignored, as 1 have yet to see
a keyboard make a mistake.

The wiring from the keyboard to the PC is very
simple, and besides the clock and data lines there
are only two extra lines, one for 4+ 5-volts to power
the keyboard's electronics, and a ground. The fact
that the keyboard draws its power from the PC is a
bonus for us. This means that our stealthy HKL
can just leech power from the PC as well as it
spies on the keyboard. The standard PC keyboard
uses what is known as a P5/2 connector (6 pins),
but there is also an older 5-pin DIN style keyboard
that was used on early Pentium computers. Both

plugs contain the same basic clock, data, and
power lines, but are laid out slightly differently
as shown in Figure 11-6.

By far, the PS/2 connector will be the most
widely used, but you just never know when you
might come across the older style, so it is shown
as well. The easiest method for connecting the
HEL between the keyboard and PC is to cut the
ends off the appropriate keyboard extension
cable so you will have both the male and female
connector ends to work with, The HKL basically
connects between the keyboard and PC, and by
using the ends from a keyboard extension cable,
it will easily blend right in with the mess of
cabling behind the PC. Cut the extension cable to
leave about two inches of wire after the
connectors to work with, Strip the ends of all the
wires then use your meter to figure out which
color corresponds to which pin (the pins are
numbered on the connector). Red and black do
not always mean+5 and GND, so make sure to
check each pin. You may be wondering why the
cable needs to be cut at all, since the HKL only
monitors the keyboard signals. Could it not just
listen in just like a phone tap would without
disturbing or breaking the wires? The answer is
yes it could, but since the HKL also needs to
playback the keystrokes to the computer, it will
have to disconnect the keyboard first when doing
s0, which is why we have to break the
connection,
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Figure 11-7  Schematic for the hardware key logger.

Look at the schematic diagram in Figure 11-7,
the three ICs that make up the core of the HKL. As
vou can see, this simple circuit consists of three
parts—the 256 k EEPROM chip (241¢256), to store
the keystroke data, the 4066 analog switch to turn
off the PC keyboard when entering playback
mode, and the actual microcontroller to run the
code, (PIC16f628) in my case. There are a few
resistors to keep logic levels intact, and a crystal
resonator for clocking the microcontroller, but
other than that, only a few wires are used to create
the entire hardware.

Let’s go over the function of each of the three
1Cs used in the schematic to understand what they
are doing, and how you can use alternate parts if
~ ¥ou choose.

The 241c256 EEPROM is an 12C (2 wire) serial
EEPROM that has a capacity of 256 k, or enough
- memory to hold about 300 pages of text. Because
this EEPROM uses the 12C protocol, it can easily
be swapped out for a larger or smaller EEPROM

just by changing a few lines of code to control the
address count variables, This EEPROM will also
keep its memory contents intact for years without
power, so removal of the HKL for later playback
will not be a problem. The 4066 quad bilateral
analog switch is a very basic IC that acts much like
a relay—it sends voltage to a single line A to control
the flow of information on lines B and C. Since we
want to disable the PC keyboard during playback
from EEPROM, we will turn off both the clock and
data line from the PC. Only two of the four switches
on the 4066 are used, and they are both controlled
by only a single pin on the microcontroller by
connecting both switch control lines together. To
enable the PC keyboard’s clock and data lines,
a5 voltage is sent from the microcontroller

to both control lines of switch A and B. Any logic
controlled switch could be used in place of the
4066, including a pair of 5-volt relays, but the

4066 is such an inexpensive and common part,

it is the best choice.
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Project 71-Build a High-Tech Hardware Key

The heart of the HKL is of course, the
microcontroller. I chose the PicMicro 161628

hobbyist at the time, and very easy to program
with even a simple home brew programmer. There
are absolutely no special requirements of the
microcontroller, besides the availability of five /'O
pins—two for the 12C EEPROM., two for the
keyboard clock and data lines, and one to control
the 4066 switches. All of these L/O ports are
digital, so just about any microcontroller would fit
the bill. For rapid development, I chose DIP ICs
rather than surface mount, and although this did
yield a very small final product, surface mounted
components would allow a key logger small
enough to fit right into the wiring shield if you had
the patience to build such a unit. All of these ICs
are available in surface mount format. The initial
HKL is done using a prototyping “breadboard”™ for
ease of programming, and debugging, and as you
can see in Figure 11-8, there really isn’t much to
this stealthy device. A breadboard is a thin plastic
board full of holes used to hold components such
as transistors, microcontrollers, and chips that are
wired together. The IC at the top is the

4066 switch with the PC keyboard line coming

in one side and then exiting the other back to

the computer. The IC at the bottom left is

the 16f628 microcontroller shown with a

Figure I-B  Hardware key logger built on a
protafvping breadboard.

10 MHz crystal right above, and to the right of
the 16f628 1s the 256 k EEPROM.,

Breadboarding is no problem at all with this
project, as there are no high frequency signals, or
problems with long wires, and at this stage it is
easy to trace down a bug if one should exist in
wiring or parts placement. Although the hardware
is complete at this point, the microcontroller is
dumb as a stump, so nothing will happen if you
power it all up and boot up your computer. In fact,
you won't even be able to use your PC keyboard
because the line from the 4066 to the PIC will be
low—switching off the PC keyboard (this does not
make the PC happy when it boots). To get this
little guy working, we are going to have to
program that microcontroller. I will first show you
the basic source code, and then explain it. Keep in
mind that due to space constraints, this is the
absolute minimal working code for a key logger,
and although it is as bare bones as it can be,
it does in fact yield a fully working HKL.

Refer to the source code in Listing 11.1. It should
be fairly easy to understand being written in Basic.
If you don't feel like typing all of that in, or just
want the HEX file to dump right into the PIC,

then visit the Atomic Zombie website, and it will
be there for download. I do not want to give you
an exact URL at this time, because T like to
change my site around, and may even update the
code—just visit http://www.atomiczombie.com,
and look around, it will be easy to find.

Listing 11.1 Hardware key
logger source code in
PicBasic format

: |16F628A DEFINES]
@ device HS_OSC

@ Device WDT_OFF
@ Device PWRT _OFF
@ Device BOD OFF
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2 Device MCLE_OFF
- define osc 10

define shift_pauseus 40
CMCON=7
VRCON=0

: [VARIABLES]

mde var bit

: MODE: 0 =RECORD / 1 =PLAYBACK

clk var porta.] ; KEYBOARD CLOCK PIN
dta var porta.0 ; KEYBOARD DATA PIN

kbs var portb.0 ; KEYBOARD 4066 SWITCH
scl var Porta.3 ; EEPROM CLOCK PIN

sda var Porta.2 ; EEPROM DATA PIN

adr var word  ; EEPROM ADDRESS

chr var word ; OUTPUT FRAME

key var byte  ; SCANCODE

bke var byte  ; BREAK CODE

btv var byte  ; BIT VALUE

Ipl var byte  ; LOOP VARIABLE

sft var byte ; SHIFT KEY FLAG

Isf var bit : LAST SHIFT KEY STATE

pwe var byte ; PASSWORD BYTE COUNTER

pwd var byte[6]; MASTER PASSWORD

clear

; [STARTUP]
input clk
input dia
output kbs
kbs=1

; [FIND EMPTY EEPROM ADDRESS]
for adr=0 to 32767

i2cread sda,scl,$A0,adr.[Ipl]
if Ip1 =0 then goto done
next

done:
main:
5 [RECDRD LDDP] o e ofe e e sl e e i ok e e ok e o e s i e sk R

: [READ START BIT]
gosub clock

if dta=1 then goto main

: [READ NEXT 8 DATA BITS]

key =0

forlpl=0to 7

gosub clock

if dta=1 then

lookup 1p1,[1,2,4,8,16,32,64,128],bty
key =key +btv

endif

next

; [READ PARITY BIT]

gosub clock

. [READ LAST STOP BIT]

gosub clock

; [CHECK BREAK CODE-IGNORE NEXT
KEY]

if bkce=1 then

if key =%12 or key =$59 then sft =0

key =0

bke=0
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Project 71—Build a High-Tech Hardware Key Logger

endif

; [IGNORE BREAK CODE]
if key =3$F0 then

bkc=1

goto main

endif

; [R/L SHIFT KEY ON]
if key =512 or key =$59 then sfi=1

: [FILTER SCANCODES TO RECORD]
Ipl =255

lookdown
key,[$1C.$32,$21,$23,524,52B,$34.$33,$43,53B,
$42,$4B,$3A,831_

,$44,54D,315,52D,51B,$2C,53C.$2A,51D,$22 835
,31A,945,516,31E,$26,%25_

S$2E,$36,83D,$3E,$46,$4E.$55,$29,554,$7C,$7B,
$79.$71,870,569.$72,$7A_

$6B,573,$74,56C,%$75,57D,$5B.$4C. 552,34 1,549,
$4A]1p!1

; [STORE (CAPS) KEY]
if key = $58 then

key = $54 : gosub store
key = $21 : gosub store
key = $1C : gosub store
key = $4D : gosub store
key = $1B : gosub store
key = $5B : gosub store
endif

; [STORE SHIFT ON (SH1) / SHIFT OFF (SH0)]
if sft <= Isf then

Isf =sft

key = $54 : gosub store

key = 51B : gosub store

key = $33 : gosub store

if sft = 0 then key = $45 : gosub store
if sft = | then key = $16 : gosub store
key = $5B : gosub store

endif

; [STORE NORMAL KEY IN EEEPROM]
if Ipl < 255 then

gosub store

: [LOOK FOR SECRET CODES)]
forlpl =0104

pwd(lpl] = pwd[lpl +1]

next

pwdS] = key

: [SECRET CODE “ATOMIC"-GOTO
PLAYBACK MODE]

if pwd[0] = $1C and pwd[1] = $2C and
pwd[2] = $44 and pwd[3] = $3A and
pwd[4] = $43 and pwd[5] = $21 then mde = |

: [SECRET CODE “EERASE"-ERASE
EEPROM]

if pwd[0] = $24 and pwd[1] = $24 and
pwd[2] = 52D and pwd[3] = $1C and
pwd[4] = $1B and pwd[5] = $24 then gosub erase

endif
; [PL&YBP‘CK LUOP] e el e ke e ke sk e e ok ek e sl ok o

; [DUMP EEPROM TO PC]
it mde = 1 then

kbs =10

adr =10

Ipl =0
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"[READ DATA FROM EEPROM]
send:

iZeread sda,scl,$A0,adr, [key]
Pause 10

adr = adr+1

: [EXIT IF END OF DATA]
if key = 0 then

mde = 0

input clk

input dta

kbs=1

adr = adr - 1

goto main

endif

: [SEND CR AFTER 80 CHARS]
Ipl =1pl +1

if Ipl = 80 then

Ipl =0

adr = adr-1

key = $5A

endif

; [GOTO SENDKEY ROUTINE]
gosub sendkey

goto send
endil

goto main

| [FUNCTIONS] ###btss bbbk dsed s ds s

; [WAIT FOR CLOCK CYCLE]

clock:

if clk = 0 then goto clock
Ip:
if clk = 1 then goto Ip

return

: [IWAIT FOR IDLE CLOCK]
idle:

if clk = 0 then goto idle

if dta = 0 then goto idle
return

; [STORE KEY TO EEPROM]
store:

i2cwrite sda,scl.$AQ,adr, [key]
adr = adr 4|

Pause 10

return

; [SEND SCANCODE TO PC]
sendkey:

gosub idle

chr = key < |

chr0 =10

chr.9 = not(key.0 ** key.1 * key.2 M key.3 A4

key.4 M key.5 M key.6 M key.T)
chr.lD =1

shiftout dta,clk,4.[chri11]

input clk

input dta

refurm

: [ERASE EEPROM-TAKES 3 MINUTES]

Erase:

Ipi=0
btv=10
kbs=10
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Project 71—Build a High-Tech Hardware Key Logger

key = $5A

gosub sendkey

for adr = 0 to 32767
i2cwrite sda,scl,$A0,adr,[0]

pause 4

; [SEND PROGRESS DOTS]

Ipl =lpl +1

if Ipl = 100 then
Ipl =0

key = 549

btv = btv +1

if btv = 22 then
bty =0

key = $5A
endif

gosub sendkey
endif

next

key = 35A
gosub sendkey
adr=10

kbs =1

return

Now, let’s break this code down into functions. [
will describe each section of code referring to the
capitalized titles surrounded by square brackets in
the comment lines.

[16F628A DEFINES] This is specific to the
PIC16f628 and the programmer used. These lines
turn off the watchdog timer, any analog inputs, and
define the speed of the oscillator—10 MHz in my
case, although any speed between 4 MHz and

20 MHz seemed to work just fine.

[VARIABLES] These are the working variables
for the program. The variables with the word
PORT in them refer to actual pins on the

microcontroller for such things as EEPROM
read/write functions, keyboard clock and data
input, and the 4066 switch control line. All other
variables are bit (on or off), byte (8 bits), or word
(16 bits). The comments after each variable are
self-explanatory.

[STARTUP] This is run once the power to the
microcontroller is applied. We must tell the PIC
that the clock (clk) and data (dta) pins are both
inputs, and the 4066 control line (kbs) is an output.
We also send a high (45 volts) to the switch to
enable the PC keyboard.

[FIND EMPTY EEPROM ADDRESS] In order
to avoid beginning at the start of the EEPROM
when writing the keystrokes, essentially erasing it
every time the computer is powered up, this loop
searches for the first empty space in the EEPROM
to begin write operations. When an empty space is
found, the variable {adr) holds this location and the
program continues. Depending on the size of your
EEEPROM, this loop may need to be changed to
search the entire length of your EEPROM.

[RECORD LOOP] This is where all of the spy
functions happen. Until the secret code is entered,
the program will run this loop, recording every
keystroke to the EEPROM.

[READ START BIT] The keyboard starts
sending information to the computer as soon as
both the clock and data lines are high (idle), and it
is the start bit that signals the start of a frame, so
we will wait for this to happen. A subroutine
[WAIT FOR CLOCK CYCLE] is called to wait for
one cycle of the clock line to happen, and then the
data line is checked for a start bit (low on dta). If
(dta) is high then the loop exits, as this is not a
valid start bit.

[READ NEXT 8 DATA BITS] This is the most
important part of the loop, as it reads the actual
scan code from the keyboard. These 8 bits are
shifted in on the falling edge of the clock cycle
with the LSB first, which is why the lookup table
contains the values 1,2,4.8,16.,32,64,128. Tt adds
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fues 1o the variable (kev) if the data line is
high. If we are on the fourth bit, for example and
the data line is high, then the value 8 would be
added to (key) from the lookup table. The value of
{key) will range from 0 to 255 depending on what
Key was pressed.

IREAD PARITY BIT] This calls the clock cycle
subroutine, which essentially ignores the parity bit.
You could calculate parity here, but this is most
likely not necessary.

[READ LAST STOP BIT] Again, just ignore the
next bit, as we already have our 8 bits of data.

[CHECK BREAK CODE-IGMNORE NEXT KEY]
Since scan codes are sent from the computer as
make (single scan code), and break (the $F0 code
followed again by the scan code), the program
must figure out what to record. A scan code is sent
when a key is pressed, then the break code
followed by the scan code is sent when the key is
released, so we will just ignore the break code and
that next key. There is no point waiting for the
release key, as we know it will eventually come.
The only exception to this is when the shift key is
released so that we can record it—this is where the
variable (sft) is set.

[IGNORE BREAK CODE] This is where the
break code ($F0) is detected. If found, the loop is
forced to start over, and the variable (bke) is set,
which is how the last section of code knows there
was a break code.

[R/L SHIFT KEY ON] This controls the {(sft)
variable, which reflects the state of either the right
or left shift keys.

[FILTER SCANCODES TO RECORD] This
block of code decides which of the scan codes are
1o he recorded to EEPROM by use of a lookdown
table. If a scan code is present in the table, it will
be recorded, if not the variable key is set to 255.
We don’t want o record all of the scan codes, or
playback would be a mess since characters like ctrl,
alt, or delete would actually have an effect on the
open window during playback as we will see later.

[STORE (CAPS) KEY] To store the caps lock
key for playback, we must convert it into
something recognizable to the text window that
will be used for playback. The caps lock key has
no printed character associated with it so we will
create a S-character entry in the format “[CAPS]”
that will be sent to the EEPROM. Every time the
caps lock key is pressed, 6 bytes will be sent to the
EEPROM—the scan codes for the characters
PEESAT PSR

[STORE SHIFT ON (SH1) / SHIFT OFF (SHO)]
Just like the caps lock key, we must store the state
of the left and right shift key. as the keyboard is
totally unaware of case. For the shift keys, we will
store “[SHILI” for shift down, and “[SHO]” for shift
release. The rest of the code block makes sure the
code is only stored once, so that when the user
holds down the shift key, it is not stored over and
over as the keyboard’s automatic repeat kicks in.

[STORE NORMAL KEY IN EEEFROM] Ifa
sgan code is found in the lookdown table, it will be
stored 1o EEPROM—this is the subroutine called
[STORE KEY TO EEPROM] which uses the 12C
routine built into PicBasic,

[LOOK FOR SECRET CODES] There are two
commands that the program looks for—the secret
password, and the format command. Keys are
stored in a FIFO buffer (pwd) which can hold six
scan codes in a row.

[SECRET CODE “"ATOMIC"-GOTO PLAYBACK
MODE] This checks the (pwd) FIFO buffer

for the word “"ATOMIC.” which is our secret
command to dump the contents of the EEPROM
back to the PC. If the secret code is found, the
varable (mde) is set to 1, which tells the program
to run the [PLAYBACK LOOP] rather then the
[RECORD LOOP] which it is currently running.
You should change this secret password to
something much more cryptic and difficult to
guess because the word ATOMIC may be too
common. Just add the scan code values to each of
the 6 (pwd) variables to look for whatever word
you like.
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[SECRET CODE “EERASE™—ERASE

Project 71—Build a High-Tech Hardware Key Logger

EEPROM] This is another secret code, that when
found will cause the program to jump to the
|[ERASE EEPROM-TAKES 3 MINUTES]
subroutine. Just like it says, it fills the entire
EEFPROM with zeros, and it takes a while due to the
slower write cycle of the I2C EEPROM. Progress
dots are sent to the PC so you know that it is
actually running. Once complete, the program goes
back to [RECORD MODE]. The secret code for this
function is “EERASE"—another 6-letter code.

[PLAYBACK LOOP] From here on, the program
will be operating in playback mode, a one shot
loop that dumps all of the EEPROM back to the
PC. To do this, the PIC must emulate the PC
keyboard, which also requires the real keyboard to
be disconnected temporarily.

[DUMP EEPROM TO PC]  First we check the
state of the variable (mde), if it is 1, then playback
mode starts and the variable (kbs) is set low. When
{kbs) is set low, the 4066 switch gets a logic low,
and the PC keyboard is totally disconnected form
the PC, leaving the PIC to have its way with the
PS/2 port.

[READ DATA FROM EEPROM] Before scan
codes can be sent to the PC, they must be retrieved
from the EEPROM, and this block of code does
that by calling the PicBasic function 12Cread. It
starts at the beginning of the EEPROM, and then
adds 1 to the address variable (adr).

[EXIT IF END OF DATA] If the EEPROM
contains blank data (key =0), then that is all there
is to read, so the program can switch the 4066
back on and return to record mode. This is when
you would invoke the secret code “EERASE” to
wipe the HKL back to empty.

[SEND CR AFTER 80 CHARS] To make the
playback a little less ugly, a carriage return is sent
to the PC after dumping 80 characters. This will
allow easy viewing of the data in Notepad, or even
at the command line.

[GOTO SENDKEY ROUTINE] This calls the
routine [SEND SCANCODE TO PC], which does
the work of shifting out the scan code back to the
PS/2 port. 1t does this by creating the 11 bit frame
containing the start bit (zero), the eight data bits
representing the scan code, and then adds the
parity bit calculated by the formula not(key.0
key.1 A key.2 M key.3 M key.d A key.5 M key.6
Ad key.T), and finally the stop bit (1). The PicBasic
ShiftOut command takes care of the clocking out
of the data.

That is basically the entire program. There is a
lot of room for improvements such as the ability to
set the secret codes on the fly, or to set a pointer in
the EEPROM relating to the current address rather
than formatting the entire memory. You could also
work some magic with compression or even
encryption just in case the HKL falls into enemy
hands. Building the final HKL is a snap, as there is
so little wiring that it can be placed on a small bit
of perf board and hand soldered as shown in
Figure 11-9, The PIC, 4066, EEPROM and crystal
fit on a board no longer than 2 inches, and about
half an inch wide. If you are brave enough to
attempt to surface mount IC’s, then it can be made
much smaller.

Once you have mounted the components and
soldered all the pins correctly, the two halves of
the keyboard extension cable will be mounted to

Figure 11-8  The final hardware key logger built on a
bit af perf board,
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Figure 110 Wrapped and sealed, the completed HKL
ready.

the HKL. Keep your pin outs handy, and remember
that the female connector is the input side from the
keyboard, which must feed directly into the 4066
switch, and the male connector will head back to
the PC from the 4066 and the PIC.

[ slid a piece of heat shrink tubing over the small
circuit board and then tie wrapped the wires for
strength as shown on Figure 11-10. You could also
build the entire unit into a snap-on RF choke, or
even right into the actual keyboard if you can gain
that type of access to the unit. The more
inconspicuous the final product, the less the
chances of detection; but realistically, how many
people look behind their PCs at any regular
interval (well, besides spies like us, that is)?

Once you have your HKL, it’s time to send it on
2 mission! A typical mission would go something
like this. First, you would saunter into the area
containing the target PC, and as soon as a 10
second window of opportunity appeared, unplug
the user’s keyboard and snap the HKL in place.
This can be done with the PC tumed on, as the
PS/2 port is friendly this way. Within a
microsecond, the HKL is up and running in record
mode, catching every keystroke that the user
presses, up to about 300 pages worth on the 256 k
EEPROM. When a day passes, or even a week,
look for that 10 second window of opportunity
again to remove the HKL out of service so that
vou can take it to view on another PC, or if you
dare, view the contents right at the target PC by
typing in the secret playback password. Once you

Figure -1l Like a chameleon, the HKL biends right

i with the other cables.

have the text you want, simply copy and paste it to
your network, or removable disk, and now you
have the evidence or information you were looking
for. If the user comes walking into your office with
a dumbfounded expression, and the HKL dangling
in their hand, perhaps explain that you are trying
oul a new RF filter due to a noisy outlet. Sunspots
maybe? You must learn to use your imagination in
this business, my friend. Chances are, though, it
will never be detected, as the sealed HKL blends
right into that mess of wires that drive us nuts (see

Figure 11-11).

Well, I hope you had fun with the HKL, it was a
very rewarding project to build, and it sure teaches

a lot about the workings of the PC and its

keyboard. It's amazing when you realize that such
a small, simple device can defeat any level of
software based security, and if placed inside a
keyboard, could go undetected by even the best

security experts. What's in your keyboard?
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Project 72—Computer Screen Transmitter

Project 72—Computer Screen Transmitter

There are times when text alone is just not enough,
and you wish you could see an exact mirror of the
user’s PC screen, and there are in fact quite a few
ways to accomplish this task. The easiest way to
“echo” a computer screen is with one of those
programs that are designed to allow you to remote
control a PC from another PC on a network or the
Internet. These programs do indeed work, but not
in any way that would be stealthy enough for our
needs. First, these programs suck bandwidth like
an SUV sucks gasoline, and they do not really
work in the background, since their primary
function is to allow you to move the mouse and
send keystrokes to that target system. There are
programs designed to get around their obvious
detection, and snoop quietly on a PC; the most
famous right now is the "Back Orifice” program
(search for it on the Internet). Of course, any good
virus protection or Internet security software will
gobble that little program right up and alert the
user that you are up to no good. The reality is, if
you want to gain access to a restricted area, you
will have to come up with some creative solutions
that the “white hat” geeks have not already thought
of. How about a live view of the user’s PC screen
without even using their computer?

VGA-to-TV Converter

How is that possible? Easy, we will just transmit
the entire image to a remote receiver, completely
independent of the PC, then sit back and watch the
show, This will thwart all security software, and if
placed properly, the hardware will be almost
undetectable. To accomplish this goal, we will first
have to change the VGA signal from the PC into
an NTSC video signal for reception and display on
a standard TV or video monitor. This can be easily
accomplished with one of those inexpensive “VGA

2 TV" or scan converter boxes, like the one shown
in Figure 11-12 connected between my laptop and
my trusty Commodore 1702 monitor. This device
allows the playback of your PC to a television or
monitor with a standard RCA style composite
input jack. These devices are used in conference
rooms to display a presentation to a large screen,
or can be used to hook your gaming computer to a
big screen TV and entertainment system. We have
a much more devious use, though.

With the VGA-to-TV box converting the VGA
signal back to a standard NTSC television signal,
we can now transmit the signal to a remote
receiver using an inexpensive video transmitter like
the one used in the Video Controlled Robot project
later in this book (Section 15). The output power
of the chosen video transmitter really only has to
do with how far you want to be away from the
target while viewing. A transmitter that complies
with the legal limits should give you an easy
500-foot range, enough to hide out of view.

You can use a lot more output power if you like,
but depending on how close the transmitter is

to the computer screen, there may be noticeable
distortion to the image on the user’s screen due
to RF interference. This would negate the entire
purpose of this covert operation.

For my testing, I chose a I-watt 900 MHz
transmitter with a matching receiver. This unit is a
bit large, but would allow viewing of the target
screen from the parking lot next door using a
mobile receiver mounted in my car. No matter
what type of converter and transmitter you choose,
the wiring diagram will always be the same as
shown on Figure 11-13. The VGA output from the
computer directly feeds the scan converter, which
then passes the signal back on to the VGA monitor.
The NTSC output from the scan converter then
feeds the video transmitter. You receive the signal
at a remote location, and view at your leisure.

162




Figure 11-12  VGA-10-TV baxes let you view your computer on a television screen.

Ant
Video transmitier VaA monitor
& &
""fﬂ: NTSC cutpud VGA #
np outp
= Scasycovivester
PC computer

Figure 11-13  The basic wiring diagram for the
computer screen transmitier project.

How you hide the final project will depend on a
couple of factors—how much time do you have
with the target computer and how permanent does
the installation need to be? If this is a one-time
job, a simple box containing the converter and
transmitter could be easily hidden under or behind
the user’s desk. This would also make installation
and removal very quick and easy. For those
situations where the user may be suspicious, or

where you plan on doing a lot of data collection, it
may be viable to place the devices right inside the
monitor. Depending on the size of the scan
converter and transmitter, placement directly inside
the monitor may be possible—even leeching
power right from the monitor, With a CRT (glass
picture tube) monitor, this is especially easy due to
the size of the case, but with an LCD (flat panel)
monitor, space may not be so plentiful. My target
monitor was a run of the mill 17-inch CRT

style, and even using very large components,

1 had plenty of room inside for the works

(see Figure 11-14). I leeched power directly from
the monitor by carefully tracing the power supply
to find a clean 12-volts DC for both the transmitter
and converter.

Be careful if you plan on using power directly
from the monitor, as you may get too much voltage
for your devices, or overload the power supply in
the monitor. If you do not want to risk toasting the
monitor, run the AC cord from the converter and
transmitter power supply to the AC cord in the
monitor after the power switch on the monitor. This
way, the transmitter will be powered off once the
user shuts down the PC for the day. Another thing to
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Project 72—Computer Screen Transmitter

Figure N-14  The scan converter (A) and transmitter
(B) hidden inside the monitor.

note if you plan to hide the converter and transmitter
in the target monitor is that you will have to cut the
incoming YGA cable from the monitor’s main
board, route it to the scan converter’s input, then
connect the output cable from the scan converter
back to the monitor's main board. This may seem
like a daunting task, but in reality, only reguires you
to cut a monitor extension cable in half, then solder
13 wires, Cut the extension cable in half, then strip
the ends of all 30 wires (15 per half). The cable
coming into the monitor can then be cut and
stripped in the same manner as the extension cable.
The pins on each cable should be tested with a
meter to associate color with pin number, as the
original monitor cable will most likely have
different colors than the extension cable. With the

pin to color diagram, solder the incoming monitor
cable to the half of the extension cable that will feed
the input jack on the converter box (where the PC
would normally plug in to). The other half of the
cable (returning from the converter box) is then
soldered back to the monitor main board side. This
creates a very solid and permanent transmitting
monitor that will go undetected by the user unless
they decide to open the case. One last method,
although a little messy, is to pull the original
monitor cable into the case, plug it into the output
side of the converter box, then feed the cable that
came with the converter back out through the hole
the original cable came through on the monitor. This
avoids the work involved in cutting and soldering all
those wires, but may not look authentic, and you
will also have to find extra room for all that cable
pulled into the monitor,

Also, when placing the units inside a CRT
monitor, keep them as far away from the high
voltage areas of the monitor as you can. The fat
wire running from the main board to a rubber cup
on the glass picture tube carries several thousand
volts, and you will want to mount everything as far
from this as possible.

Now you've gained quite a lot of knowledge
about how to monitor computer usage and recover
data covertly. You've also learned how to find
hidden bits of data in files and folders that contain
valuable information in your quest for The Truth.
In the next chapter, you will discover how radio
frequency (RF) scanners work and how they can
be used for more covert missions.
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